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1.0 Executive Summary

This roadmap will focus on the DMLSS-FM
module. Key objectives in this 5 year
roadmap focus on what additional
measures need to be taken into
consideration for DMLSS-FM to provide an
effective corporate CMMS/CAFM system
that accounts for the entire Facility Life
Cycle management. It also seeks to better
leverage the data in DMLSS-FM and
provide better access to this information
as appropriate, across all the levels of a
Defense Health Agency or Military Health
System. It also needs to identify key
dependencies to other DMLSS modules as
it relates to the MHS facilities
community’s mission.

Defense Medical Logistics Standard
Support (DMLSS) delivers an automated
and integrated information system with a
comprehensive range of medical materiel,
equipment, war reserve materiel and
facilities management functions for the
Department of Defense Military Health
System:

The purpose of this document is to
develop a 5 Year Roadmap for the Defense
Medical Logistics Standard Support Facility
Management (DMLSS-FM).

DMLSS-FM 5 YEAR ROAD MAP

This Roadmap Shall Identify:

1.

Existing capabilities that need to be
maintained.

Key dependencies on other DMLSS
modules and their relative importance
to the MHS Facilities community’s
mission.

Capabilities that currently do not exist
in DMLSS-FM but are needed by the
MHS Facilities community for
efficacious execution of the MHS
Facilities mission.

Limitations (or strengths) of the
current DMLSS-FM data structure to
support the integration/development
of needed DMLSS-FM features for an
effective corporate CMMS/CAFM
system that supports a Facility Life
Cycle Management (FLCM)
perspective.

Critical structural adjustments needed
to provide a corporate CMMS/CAFM
system to the MHS Facilities
community that focusses on the needs
of the operators at the local facility
while allowing all levels of a Defense
Health Agency or Military Health
System to effectively access relevant
data to support effective defense of

10.

the MHS Facilities budgets, inform
requirements decision making,
understand capacity and utilization of
the facilities inventory for the MHS,
and allow transparency across the
team.

Identify critical approaches that
provide effective current need
solutions which are adaptable and
scalable over the next 10 years.
Identify approaches and structures
that allow secure control of the data,
while allowing the means to share
selected data via web-service
solutions (secure and unsecure).
Identify specific solutions that allow
the integration of BIM and/or GIS
integration of current AEC standard
practices in data rich and graphically
representative tools.

Identify key data structures for the
AEC community that allow the
transferability of both graphical and
data.

Identify and demonstrate proof of
concepts available to achieve these
above goals from web centric platform
solutions.

5|Page



There were several key approaches that
were used in developing this document.

First, there was a considerable research
effort made to identify relevant
government initiatives that relate to issues
that should be considered in a multi-year
roadmap for alignment and compliance
for overarching government goals and
objectives. This includes incorporating the
principles and fundamental philosophy in
“Building a 21st Century Platform to Better
Serve the American People”. It also
identifies specific initiatives such as the
Enterprise Energy Information
Management (EEIM), installation of
Advanced Meter Infrastructure (AMI)
Smart Meters and the adoption of the Risk
Management Framework for
Cybersecurity to replace the Defense
Assurance and Accreditation Process
(DIACAP). These government initiatives
shape the direction of the roadmap as well
as inform the tactical approaches towards
implementation.

Second, there have been detailed
conversations with the Joint Medical
Logistics Functional Development Center
(JMLFDC) Defense Medical Logistics
Standard Support (DMLSS) Program team.
This group has documented numerous,

DMLSS-FM 5 YEAR ROAD MAP

key “wishlist” items for DMLSS-FM. These
new functionalities have been identified
over time and represent many of the
tactical functionality that would add value
for the facility managers that use DMLSS-
FM on a day to day basis.

The combination of these high-level and
user-level perspectives has been balanced
and coordinated in the development of
this roadmap. Much attention has also
been placed on providing better access to
the data across a wider audience while
maintaining security.

¢ |dentify current government initiatives
and trends that impact the continuing
development of a system such as
DMLSS-FM and its associated data

¢ |dentify new functionalities current
DMLSS-FM users desire

e Explore opportunities for making the
data in DMLSS-FM more useful to a
broader number of users while
maintaining security requirements

Align Principles and Lessons Learns from
developing the SEPS Strategic Plan 3.0
and beyond

The SEPS Strategic plan was an effort to
roadmap the development cycles to
enhance and sustain the Space and
Equipment Planning System (SEPS). Similar

to the premise of DMLSS-FM, the current
system was making the major move
towards a fully cloud-based system.
Although there are obvious differences
between SEPS and DMLSS-FM including
functionality and user communities, there
is a timely opportunity to leverage some
of the move management principles that
have common ground.

6|Page



2.0 Key Steps in
Developing this 5 Year
DMLSS-FM Roadmap

¢ |dentify current government initiatives
and trends that impact the continuing
development of a system such as
DMLSS-FM and its associated data

¢ |dentify new functionalities current
DMLSS-FM users desire

e Explore opportunities for making the
data in DMLSS-FM more useful to a
broader number of users while
maintaining security requirements

Align Principles and Lessons Learns from
developing the SEPS Strategic Plan 3.0
and beyond

The SEPS Strategic plan was an effort to
roadmap the development cycles to
enhance and sustain the Space and
Equipment Planning System (SEPS). Similar
to the premise of DMLSS-FM, the current
system was making the major move
towards a fully cloud-based system.
Although there are obvious differences
between SEPS and DMLSS-FM including
functionality and user communities, there
is a timely opportunity to leverage some
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of the move management principles that
have common ground.




3.0 Current Capabilities of DMLSS-FM

M f all DoD Medical
e ene o e Current DMLSS-FM

DMLSS is the “go-to” system for managing
DoD medical facilities.

The DMLSS-FM module is used by all the
services for a range of Facility
Management functions

e Asset Management of Installations, e G
Facilities & Facility Equipment ?;:t"::\f:’?tii; the graphical *Smart Drawing' Links to Equipment & Drawings
¢ Project & Work Management and
Control . .
e Comprehensive CADD Tool throughout
MHS
e Drawings of all MHS MTFs
e Limited Operational Medicine Support

DMLSS is the “go-to” system for managing DoD
= medical facilities.

r Tervce [ ®

[ ADMIN - ERARDT HAVAL
[ ADMIN - EKAADT HAVAL

The DMLSS-FM module is used by all the services for
a range of Facility Management functions

+ Asset Management of Installations, Facilities &
Facility Equipment

Project & Work Management and Control
Comprehensive CADD Tool throughout MHS
Drawings of all MHS MTFs

Limited Operational Medicine Support

DMLSS is part of the overall Military

Health System
Spatial Data Attributes

° This includes ma naging data that *images from 2007 MEPRS Conference presentation
supports Facility Management (FM),
e Supply Management Figure 2: Current DMLSS-FM Capabilities

e Property Accountability
e Contract Services.

8|Page
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- DMLSS Configuration & Relationships

DMLSS-FM will | -
be the focus of -
this Roadmap

[The Military Health System -- Integrating Information, Improving Health Care

VIR EXECUTIVE
JEEAIEE INFORMATION

DMLSS is part of the overall Military Health System

This includes managing data that supports functions
such as Facility Management (FM), Supply
Management and Property Accountability/ Contract
Services.

Figure 3: DMLSS-FM is a module out of the larger DMLSS system

9|Page
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4.0 Challenges & Risks

Security

Figure 4: DMLSS-FM Module

The DMLSS-FM module is subject to all the
security access restrictions as the entire
DMLSS system. This not only includes
accessing the module to enter or update
data but also includes getting data out of
the module.

This valuable data regarding the medical
facilities is not made easily available for
other purposes relating to the entire
Facility Life Cycle Management (FLCM).

The data in DMLSS-FM becomes “locked”
within the system. If data requests are
made, the data has to be manually
exported and assembled to create the

DMLSS-FM 5 YEAR ROAD MAP

required reports. These reports may be
emailed, creating a security vulnerability if
the data within DMLSS-FM was meant to
be secure in the first place.

Stove-Piping of Data

The “stove-piping” of the data in DMLSS-
FM module becomes a major barrier
towards an integrated Facility Life Cycle

DMLSS-FM

should
support this
partion of
the FLCM

Figure 5: DMLSS-FM to Support FLCM

Management (FLCM). The vision for a
continuous flow of data becomes
obstructed whenever data needs to be
imported or exported from this module.
Members of MHS can not fully leverage
the work effort expended to gather this
FM data in the first place. DMLSS-FM is
not optimally configured for
Interoperability, thus, it is not easy to get
data in and out of DMLSS-FM.

Facility Life Cycle Management
(FLCM) Perspective

DaDl &015.17
Corporate Strategic Facllities

Management
Requirerments Planning

Den'gn i Construction Exccution

Requirements Planning

Goal: Effective continucus data flow — reducing
waste of redundant effort
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Fragmented Configuration
DMLSS-FM currently resides on

approximately 180 servers that are not
connected. This does not provide Total

Asset Visibility.

It also makes aggregating facility data or
creating data roll-ups a manual process.

To complete a Report or Analysis, it may

be necessary to seek data in multiple

locations. If one of the many servers are

down, it will interrupt completing the
work.

azess

DMLSS-FM Users \

Figure 6: Fragmented Configuration

Data Consistency While
Remaining Agile

It is not easy to add, update or flexibly
respond to new needs from the field.
Since even adding a new data field
requires programming development
dollars, the FM side of the services often
proceeds in an ad hoc fashion, making use
of the fields that already exist. This may
lead to inconsistent use of the existing
data fields leading to non-normalized data
across the various medical facilities.

Functions Koy Events | Permits.

! ==
* Inst Name: [NAVAL HOSPITAL PENSACOL =]  Ins

AL HOSPITAL. PENSACOLA =
Facitity Nome: INAVAL HOSPITAL =
~Facility Type:/NH PENSACOLA e = o

* Yoo Buitt| 1975 - Floars: | N SACOIA
Stulement af Conditons - LoCOnIPENSACOLA FL =
Aequired: % pate: jat A =
te:: lov 1997 Jcam: ) B re——

Fquivalcacy: I Date: [ i

Cond Code: ZHE GuiaTE
* Cot Code;s
FAC Code:;

Figure 7: Need ability to easily add data fields

Monolithic Nature of the Overall
DMLSS System and Development
Since DMLSS has been developed over the
years to support a wide range of needs
throughout MHS, the system’s breadth of
support also causes problems due to the
monolithic nature and interdependencies.
It becomes very difficult to add new
functionality without taking into account
these interdependencies. Since DMLSS FM
is centered specifically on facility data
such as spaces and equipment other
functionality of DMLSS that needs to
reference facility data to identify location
is dependent on DMLSS FM data.

11| Page



Risks

As new functionality is needed in DMLSS
FM it has become increasingly difficult to
scale over time. This risk will increase over
time if the current architecture of DMLSS
FM is maintained.

Lack of GIS Support

Related to the lack of Total Asset Visibility,
DMLSS-FM does not have support for GIS
data related to the medical facility
locations. One would have to know the
name of the site or the Site Code in
DMLSS-FM to look up a specific location.

Figure 9: GIS to support total asset visibility

Lack of GIS also means the facility data
could not even be layered with publicly
available GIS such as weather information
for analysis or decision making.

Having facility information available in GIS
enables rapid feedback and analysis. It

DMLSS-FM 5 YEAR ROAD MAP

Probabilty of Storm Surige Greater Thon Sx Foot
e = pxre

HURRICANE SANDY

Figure 8: Layer other data in GIS such as weather

would also show which facilities and the
kinds of medical procedures & support
that might be compromised in incidents
such as natural disasters. GIS capabilities
within DMLSS-FM would enable better
disaster preparedness. The amount of GIS
data that can be generated rapidly, even
though crowd-sourced means have
dramatically increased with the rise of
mobile devices within the last 5 years. It
would be a missed opportunity to not
have DMLSS-FM be able to leverage this
kind of information in real-time if needed.

Lack of full BIM Support

Draw Base provides a user interface for
floor plan views of a facility. It also
provides the capability to link equipment
data to the spaces within the facility. This
is very similar to the functionality of CAD
with some additional data management
features (similar to Autodesk’s

Architectural Desktop, now known as
AutoCAD Architecture).

This however, is very different from having
a BIM of the facility. The BIM provides a
more integrated, comprehensive view of
the facility (as opposed to stacking 2D
plans). It also provides a better means to
attachment the pertinent data related to
the various building systems that require
on-going maintenance and support the
minimum data requirements described in
the MHS Facility Life Cycle Management
(FLCM) Building Information Modeling
(BIM) Minimum Requirements

T T

Figure 10: Drawbase
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5.0 Government Initiatives

Government Initiatives to
Improve Overall Data
Management

A multitude of

Executive
Orders and
initiatives from
the Office of
Management
and Budget
(OMB) seek to
encourage a
more
streamlined,

BUILDING A 21°7

CENTURY PLATFORM
TO BETTER SERVE THE
AMERICAN PEOPLE

transparent
Figure 12: "Building a 21st P ]
Century Platform to Better execution of
Serve the American People data

management
while employing an effective use of the
web. This DMLSS-FM Roadmap
acknowledges these larger governmental
goals and objectives, as well as pressures,
and seeks to use this opportunity to
address some of these overarching and
overlapping ambitions.

DMLSS-FM 5 YEAR ROAD MAP

It is understood some of the issues raised
by these government studies and
initiatives maybe be addressed with a
technological resolution or a business and
workflow process or a combination of
both. This roadmap aims to explore
opportunities to address the larger
strategic aspirations delineated in these
initiatives while focusing on pragmatic
steps towards adding value to the current
DMLSS-FM users and the potential
beneficiaries of the data contained in this
system.

See Appendix A for more details.

DOD IT Enterprise Strategy and
Roadmap

There are also specific DoD efforts that
relate to the overall data architecture that
informs the DMLSS-FM Roadmap. The
images on the following pages illustrates
these directives. They include:

e DoD IT Enterprise Strategy and
Roadmap
e DoD Modernization

Figure 11: Government Initiatives towards better
data management

e DOD Cloud Computing Strategy
(July 2012)
e DoDBCL
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DoD IT User Base

* 1.4 million active duty

« 750,000 civilian personnel D00 T Consdaton Gods
* 1.4 million National Guard ~ @02 80 6
and Reserve \ ? i“""""
* 5.5+ million family members T
and military retirees ?‘h:-;:‘
== Sy o= — =
Total IT Budget
= $ 37 billion

* $10 billion in Infrastructure

DoD IT Enterprise Strategy and Roadmap

Area of Support

* 146 + countries
* 6,000 + locations

* 600,000 + buildings and
structures

* 10,000+ Operational systems
(20% mission critical)

* 772+ Data Centers

* 67,246 Servers

* 7+ million computers and IT
devices

“DoD information environment is overly complex and susceptible to

exploitation through these myriad devices, systems, and standards by malicious
actors intent on causing harm to national interests.”

)
O
2
)
O
=
E
s
=
)
&
=
O
>
O
O

Figure 13: DoD IT Enterprise Strategy and Roadmap
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DoD IT Enterprise Strategy and Roadmap

- Develop the IT policies and architectures necessary to support IT
consolidation

- Establish and execute the necessary governance processes to ensure
component compliance

Approve component IT plans |
Report progress quarterly to the Deputy’s Advisory Working Group (DAWG) ‘,'

Area/F al P

 Establish DoD IT Consolidation objecfives
- Review progress against targets monfthly f

- Prioritize Enterprise capability delivery
-Recommend Emerging Technology Solufions and priorifies

170,000+IT Professionals Execute Strategy ] & & n ﬂ ﬂ
) = —

Figure 4-1: DoD IT Enterprise Governance Framework

—

Figure 5-3: DoD Computing Center Conzolidation Approach

Initial DoD plans will result in—
» 32% reduction in data centers
» 30% reduction in racks

» 25% reduction in servers

DoD plans to further reduce the
number of data centers to 428 by
FY 15 (32% reduction from FY |0)

n
()
£
W
E
o
=
v
&
c
=
()
>
O
O

Figure 14: DoD IT Enterprise Strategy and Roadmap
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DoD CIO

Executive Summary

Proactive Partnerships for IT Modernization

* |IT Modernization Strategy
— Consolidate Infrastructure
— Streamline Processes
— Strengthen Workforce

* Requires Partnerships Across DoD to achieve
— Improved mission effectiveness and user satisfaction
— Reduced costs
— Improved cyber security and interoperability
— Agile, faster, and responsive delivery of IT capabilities

Enabling Agile, Secure, Efficient, and Effective DoD IT

(7))
()
2
)
a
=
=
.
c
Q
=
c
L .
Q
>
O
O

Figure 15: IT Modernization Executive Summary
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Figure 16: DoD IT Modernization
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CONSOLIDATE
INFRASTRUGTURE

1. Consolidate Enterprise
Networks

\

2. Deliver DoD
Enterprise Cloud

(=)

-

3. Standardize IT
Platiorms

DoD CIO
| DOD IT MODERNIZATION |

STREAMLINE
PROCGESSES
{ '// __"\\"‘: g
Q) g
v g
- 5. Strengthen IT
4_Enable Agile IT S
9 \ p = \*\‘
\®¢ / | -
6. Strategic Sourcing for 1.Strengthen
IT Commodities Cyber Security
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8.Strengthen IT 9. Improve Enterprise
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10. Modernize IT
Guidance and Training
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DoD Cloud Computing Strategy July 2012

Current State DoD CIO:“implement cloud
Local Yntera Remote Syiteen
e = computing as the means to
,E-:-_——[-—-r—w ] Deos Transition State deliver the most innovative,
coat: E-“V'—L'] -1 = !:]‘F—l Consolidate and virtualize legacy applcations H
ol | £ data %0 reduce costs and make efﬁClent, and secure
3 5 apgptigl information and IT services in
= e |
= support of the Departments
LEQ ST R ) mission, anywhere, anytime, on
Cloud State . .
Imphement an advanced DoD Cloud Infrastructure ﬂ a any authorized device.”

to deliver Enterprise ready cloud services

Local Data Center Fomone Data Cermer Remaote Data Corter

DoD Cloud Apps and Services - Q% EI & ﬂ

oD Enterprse Do Evvronmen_ e,

-‘
DoD Cloud Platform ,« Access at Point of Need '
oS o o ok (Mot Wor. Diyed o

Common C1 &

Communications @ebalSecare gt Do Services & Apps
Between Nodes Accom & Data = _ﬂ 7
il)t g — q' J’ 3 1]
o T PS S
< A0~
-
> gp\-’ P
Deploysble Sarvices
Edge Noden

Government Initiatives

Figure 1: DoD Enterprise Cloud Environment

Figure 17: DoD Cloud Computing Strategy (July 2012)
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DoD BCL

BCL Decision Points

MDA Decision points may be
delegated to Component based on

/\/ /Pa st Performance and Risk
[l

o N

B
= Investment f =cel
B_'-_|5""95? - Management Protolyplng Engineering Limited Full Operations
Capability Definition G E Development Fleldlng Deployment | and Support
re-
MDD Revi IOT&E 0 FOD
Up to 12 Months 12Me[ms I \ aMmms MS B 1o 10C

Y arB
Problem
Statement Tng S
YCAEMemu | 'RFP
W ERAM
Business
Case

v v

IRB Chair IRB/DBSMC I\[DA IRB
* Approve Problem * Approve Certification + Approve Business * Review Business Case
Statement « Adwvise MDA (Eo * Adwise MDA
M]_:)A I“[DA, B * Approve Release of M_:DA
+ Issue Mateniel * Approve Acquisition RFP * Approve Business Case
Development Decision * Issue ADM « Tssue ADM * Approve APB
* Issue ADM

Government Initiatives

DMLSS-FM needs to be updated in DITPR, plan for BEAV10, and plan to follow the BCL process

Figure 18: DoD BCL

19| Page

DMLSS-FM 5 YEAR ROAD MAP



Government Initiatives — Direct
DMLSS Impact

In addition to the general government
initiatives to improve data management,
there is a multitude of DoD initiatives
directly or indirectly impacting DMLSS-FM

e Enterprise Energy Information
Management (EEIM)

e Advanced Meter Infrastructure (AMI)
Smart Meters

¢ Risk Management Framework for
Cybersecurity to replace the Defense
Information Assurance and
Accreditation Process (DIACAP)

¢ Implement Continuous Commissioning
of buildings to keep them in peak
operating efficiency

Within DoD, there are several initiatives
underway as required by legislation and
executive order that are likely to have a
direct or indirect impact on the DMLSS-FM
module. The first initiative is the
Enterprise Energy Information
Management (EEIM) capability, the
second is the installation of Advanced
Meter Infrastructure (AMI) Smart Meters,
the third is the adoption of the Risk
Management Framework for
Cybersecurity to replace the Defense
Information Assurance and Accreditation
Process (DIACAP), and the last is to

DMLSS-FM 5 YEAR ROAD MAP

implement Continuous Commissioning of
buildings to keep them in peak operating
efficiency.

Figure 19: Smart Meters

EEIM will provide the services and DoD the
ability to capture, monitor, and report in
near real time, the energy and water
consumption at the installation and
building level. The EEIM capability was
formalized in FY 2012 with an
implementation plan to have the full
capability by 2015. The EEIM Functional
Requirements were published in July 2012
and the services and vendors of CMMS
and CAFM software are in the process of
evaluating the data elements and
information flows. As a tenant on a
military installation, TMA may need to
incorporate the EEIM capability into

DMLSS, or may be able to use the host
EEIM system.

The AMI Smart Meters provide the real
time capability to measure and report the
energy and water consumption at the
building level. The Navy has made
substantial progress installing and getting
the meters connected to a Meter Data
Management (MDM) system, as they had
a separate network in place to use for
these devices. The Army and Air Force
were initially denied the authority to
connect and operate as they used the
NIPR net and the devices did not meet the
information assurance DIACAP security
standards. TMA and DMLSS-FM may need
to account for the meters as Real Property
Installed Equipment (RPIE); the entity
(host or tenant) that accounts for the
meter and connects to the MDM will likely
be responsible for the full EEIM capability.

The EEIM and AMI are part of the larger
federal government and private sector
efforts to build the Smart Grid, which will
enable two way energy flows, and energy
to be produced or stored at the building
level. To make the Smart Grid a reality and
to enable DoD to connect to the next
generation power and IT networks, DoD
has begun the adoption of the NIST Risk
Management Framework (RMF), with
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implementation scheduled for early 2013.
EEIM, AMI and other Operational
Technologies (called platform IT by DoD)
controls systems must now meet the full
set of security controls as IT systems. As
stated in DoDD 8500 Cybersecurity
Directive, Enclosure 3, “Examples of
platforms that may include PIT are:

“weapons, training simulators, diagnostic
test and maintenance equipment,
calibration equipment, equipment used in
the research and development of weapons
systems, medical technologies, vehicles
and alternative fueled vehicles (e.g.,
electric, bio-fuel, Liquid Natural Gas that
contain car-computers), buildings and
their associated control systems (building
automation systems or building
management systems, energy
management system, fire and life safety,
physical security, elevators, etc.), utility
distribution systems (such as electric,
water, waste water, natural gas and
steam), telecommunications systems
designed specifically for industrial control
systems to include supervisory control and
data acquisition, direct digital control,
programmable logic controllers, other
control devices and advanced metering or
sub-metering, including associated data

DMLSS-FM 5 YEAR ROAD MAP

transport mechanisms (e.q., data links,
dedicated networks).”

NIST refers to the Platform IT control
systems as Industrial Control Systems
(1CS), and requires an Overlay to be
developed by each organization to secure
the systems. To meet this new
requirement, the EEIM Working Group
established an Information Risk
Management Technical Working Group
and created the first ICS-PIT Overlay, with
formal submission to the Committee for
National Security (CNSS) scheduled for
early 2013 and approval and
implementation beginning in spring 2013.
A key part of the security controls is to
conduct an inventory of all IP enabled
systems and devices. It is anticipated that
the inventory can be kept in the CMMS or
CAFM software.

TMA and the DMLSS-FM module may
need to have additional data elements
added to maintain the ICS devices IP
addresses and other metadata
information.

Lastly, the new generation of High
Performance Green Buildings (HPGB's)
must now be operated and maintained to
maintain peak efficiency. The HPGB
Federal Personnel Training Act requires

the staff to maintain their credentials on
the Facility Institute Management website
(www.fmi.gov). Each building is tracked
and monitored using the Real Property
Unique Identifier (RPUID). The EEIM, AMI
and O&M staff will use Continuous
Commissioning to ensure the building
stays within the design and operating
parameters.

TMA and the DMLSS-FM module may
need additional data elements and
capabilities such as RFID and bar code
scanning, tied to a real time Energy
Management System (EMS) and the
Building Automation System (BAS), to be
able to provide the Continuous
Commissioning capability.

Enterprise Energy Information
Management

Energy consumption and production data
tied to real property asset information.
Allows for:

e Energy efficiency awareness
throughout the entire organization

e Trend analysis and benchmarking at
the asset level

e Identifying opportunities for energy
use/production improvement
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e Tracking progress against goals near-
real time

e Measuring energy projects
performance

Energy audit findings allows for:

e Tracking and managing status of
energy efficiency projects and
projected savings

e Documentation and prioritization of
needed energy efficiency potentials

Renewable Energy (RE) feasibility analysis
& project tracking allows for:

¢ Identifying and tracking RE
opportunities

¢ Managing status of project
implementation

¢ Measuring performance

DMLSS-FM SYEAR ROAD MAP

Automation Chaos

Water Treatment/
Sewage

ent
Utility Metering
gmt

Fire Systems
AT/FP Sensors
Mobile Commands
Water Distibution Camera/Motion Sensors
Traffic Lights/Signage Intrusion Detection
Power Generatior/ PACS
Distribution Instaliation Entry
Control

Micro Grid Tmm
Transport inspection
systems

Transport/
Lock/Dam f
Navigation Systems w-nmu:rr:RFID
Water Quality/Level . "
Reporting Systems Railway/Railhead
‘Ammao Supply Point
Power Generation

Fuel Transportation and
Fuel Call Mgmt Distribution
Envronmenta Contol D Tracport.
T Medical Device teticdniind]
-mnilmk*w:inlm i Network/Systems Manufacturing/Maintenance/
Safety Systems
:ﬂ
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(Courtesy of Fred Abbit/USACE)

CBRNE-Chemical, Biological, Radiological,
Nuclear, and Explosive
LMR-Land Maobile Radio

Figure 20: Automation Chaos
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EEIM Data Flow

DoD Business Analytics

DoD Level

MBIy Construcnon
# g Prodie

] !

-

- -
-

Service Level

Integrated Facility Business Management System
System platform is common within each Service and
Defense Agency
“Speaks” the EEIM common business language
Data created, updated and archived as part of the
business transaction
Minimal manual data entry

Installation
Level

Figure 21: EEIM Data Flow
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EEIM Phasing Approach
I I

1 - Data Standardization & Integration 1. Site-level energy use data based on estimates or utility bills October 2011 —
of Current Processes October 2013
2. Tiefintegrate energy use and production data with
authoritative real property site information

3. Identify renewable energy potential by real property site

4. Identify energy audit and project (conservation and renewable)
information by real property asset and site, respectively

Il - Partial Asset Level Energy Use 1.  Assetlevel energy use datafrom existing meters TBD
Information
2. Automate capturing utility provider invoice information

3. Tie inweather information to energy data to enable analytics

4. Geo-enablesite-level energy use/production information

Il — Full Automation of Asset Level 1. Metered asset level energy use data using AMI TBD
Energy Use Information + Enhanced
Analytics 2.  Complete EEIM capability implementation

Figure 22: EEIM Phasing Approach

DMLSS-FM 5 YEAR ROAD MAP
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DMLSS Exhibit 300 & Needs

DMLSS-FM is in the IT spend, but needs
additional enhancements to meet
legislative and Executive Order
requirements:

e EPAct 2005

e EISA 2007
e NDAA 2010
e NDAA 2012
e EO13323
e EO 13514

Part |: Summary Inform:

Disee of Last Ivvestssast Dutail Upedone:
Dzse of Lass Eaibi 30
Disse of Lase Ravisian: 20120

2, Unicque Wnvesimars Mentifer [LA1); 097 000007613

Sechon I emsammam L

1. Provide a brief summary of the investment, including a brief description of the related
benefit to the mission delivery and management support areas, and the primary
beneficiary(ies) of the investment. include an explanation of any dependencies
betwsen this invastmant and cher invastmants.

Datanss Medical Logistics Standard Support {DMLSS) program provicés the Milkary Medical
Dsgartmanss (&rmy. Navy, and A Fores MiDags) ons standard 'anar‘"m'n of Defarsa
(Dol medical kagilics yslem. The D
driven capabiity o spport the medical
madical commedties - phammacauscals and medcalurgial suppies 22raza the cantimum

of care from the batfefiok 1o fertary care at & major DcD medical center. This Capabillty s
snatiad by tha parinarship of the Deferaa Logistics Agancy [DLA} Defensa Supply _nnmr

documents, research and price comparison o, property ac ccu-un; blomedical
masintenance cperations. capial squpment. property mansgement, invensory. and a facify
managemant appiicatian that supports the cperatians of a fixed madical trastmant facifty
physical plant and Suppars Joint Commisicn cn ha Accréditation of Heaithcars {ACAHC)
accraditation reguirements. CMLSS. in coorcination with the Theater Medical infarmation

Fage 1 EreE

Figure 24: Exhibit 300 Capital Asset Summary
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Technology Advancement: Smart Meters

*+ Meters use the IP network

+ Integrate with the utility billing
and payment systems

* Have Cat 5/6, wireless and
infrared ports connections

+ Moaobile devices used for O&M

Washington Post July 11, 2012

Tridium’s driving technology, 4 million lines of
software code called the Niagara Framework,
is a marvel of innovation, With the click of a
mouse, Niagara enables plant managers to
view video streams, high-rise superintendents
to operate air conditioners and elevators,
security officials to track personnel inside U5,
military facilities, and nurses to monitor
medical devices in hospitals.

At least 11 million devices and machines in 52
countries, including security and surveillance
systems in homes, have been linked to the
Internet through Miagara, most of them in the
past two years,

Figure 23: technology Smart Meters
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DoD Mobile Device Strategy May 2012

DoD CIO: “Our challenge today is ensuring
our networks can securely support the
information demands of our users — user
who requires access to information
anywhere and anytime across the DoD
Information Enterprise”

DoD I&E community has/uses millions of
mobile devices, and this is only the
beginning; infrastructure systems are
currently a mix of analog and digital, but
becoming more digital (bar code, RFID’s,
scanners, Smart Meters, etc.)

Securing the New Paradigm

Defense Information Assurance and
Certification and Accreditation Program
(DIACAP)

¢ Intended primarily for Business and IT
systems

¢ Inconsistent application to Platform IT
systems; tactical weapons, medical
equipment, industrial control systems,
etc.

e Required significant time and cost,
recertification every 3-5 years

e DoD unique, not compatible with
Smart Grid integration

DMLSS-FM 5 YEAR ROAD MAP

DoD Mobile Device Strategy May 2012

DoD CIO:“Our challenge today is ensuring our networks can
securely support the information demands of our users —
user who requires access to information anywhere and
anytime across the DoD Information Enterprise”

DoD I&E community has/uses millions of mobile devices,
and this is only the beginning; infrastructure systems are

currently a mix of analog and digital, but becoming more
digital (bar code, RFID’s, scanners, Smart Meters, etc.)

Figure 25: DoD Mobile Device Strategy (May 2012)

Risk Management Framework (RMF)

¢ Intended primarily for Business and IT
systems

e Consistent application to Platform IT
systems; tactical weapons, medical
equipment, industrial control systems,
etc.

e Continuous monitoring and extended
certification

e All federal agencies use

e Enables Smart Grid interoperability
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Installations & Environment Key Drivers

Installations & Environment Key Drivers

Legislation and Executive Orders

° EPAct 2005, EISA 2007, NDAA . LegiSIation and Executive Orders
e EO13423,E0 13514 —EPAct 2005, EISA 2007, NDAA
=EQ 13423, EO: 13514
[ ]
— : * Key Driver — FY'|12-16 Defense Planning and
Key Driver — FY12-16 Defense Planning ‘ Programming Guidance:
and Programming Guidance: ’ — “(U)The Secretaries of Military Departments and
e “(U)The Secretaries of Military == the Directors of Defense Agencies will:
Departments and the Directors of | y == —*(U) Provide detailed plans to meet facilities
Defense Agencies will:” B energy management mandates, beginn.ing in FYIZ,
. including milestones and programmatic details, ...

e  “(U) Provide detailed plans to meet
facilities energy management
mandates, beginning in FY12,
including milestones and

should address ... establish(ing) energy
information management systems ...”

. . Figure 26: Installations & Environment Key Drivers
programmatic details, ... should

address ... establish(ing) energy
information management systems ...”
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Operational Technology (OT)

Comimeon Installaticn OT

Building Automation Systems [BAS)
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may be structures] by physical proaimity or by function, independent of lecation. Direct Dightal Cortrol [DOC]

Irtelligent Electronic Dewviee [1IED)
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Figure 27: Operational Technology
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6.0 DMLSS-FM 5 Year Roadmap

Web-Based Solution DMLSS-FM Development Milestones

Facility data not only plays a critical role in

Facility Management, but it is an essential

component of the entire FLCM process. o @ e @ o " ° @
Currently, the data that is stored in -

DMLSS-FM is not easily leveraged for 3.5 3.5 3.5

other phases such as Strategic Web Enable Create Log In Strengthen WEbSGFVICES
Management and Requirements Planning. EM + Authentication IT Governance Enable Data
The number of people that could benefit

from having access t(? this data outnumber o b ° @ o * 0 T
the current community of people who -

actively use DMLSS-FM. This concept of

“" H 4 3.9
ent.er once, reuse many times” can be New User Interfaces Third Party Develop Roll Up e
applied towards the larger MHS and Apps Development Dashboards Drawbase

community that could be beneficiaries of

having total asset visibility for the entire ° e = @ ®
inventory of medical facilities. ° @ n

4.0 3.5-4.0
Connect to Implement Full FM  Disconnect Old Efgslzin
BIM + GIS MHS Wide DMLSS-FM &
Management
Figure 28: DMLSS-FM Development Milestones
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Data Standards and Best
Practices

There has been a great deal of research
and work effort completed in the Facility
Management industry related to data
management. Much of these standards
and best practices are published and
publicly available. This aligns with
developing a future DMLSS-FM.

The key to maintaining a relevant data
system is to plan ahead and structure the
information so it is normalized and
consistent across the enterprise. Some
good references for this effort can be
found in the following sources.

EQUIPMENT

INVENTORIES
FOR OWNERS AND
FACILITY MANAGERS

STANDARDS, STRA

ROCBERT A,

Equipment Inventories for Owners and
Facility Managers: Standards, Strategies
and Best Practices (by Robert Keady)

DMLSS-FM 5 YEAR ROAD MAP

Strategic
Capital
Development

BY HARVEY H. KAISER AND EVA KLEIN

Strategic Capital Development - The New
Model for Campus Development (by
Harvey H. Kaiser and Eva Klein)

In addition to these published sources,
good resources for keeping current on
emerging industry standards is

¢ Whole Building Design Guide (WBDG)
¢ buildingSMART.
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The DMLSS application suite is categorized
as a DoD Business Information System,
and as such, is required to meet the
Information Assurance/Cybersecurity
requirements of DODI 8500.01 and
8510.01. The 8500 series documents are
currently in final draft and the DoD CIO is
adopting the National Institute of
Standards and Technology (NIST) Risk
Management Framework (RMF) and sun
setting the Defense Information Assurance
and Accreditation Process (DIACAP). The
RMF is expected to be implemented in the
Fall 2013, with a period of overlap time
with DIACAP to allow the new
authorization process to be phased in as
systems come up for Certification and
Accreditation (C&A) renewal or for new
systems first submission. The adoption of
the RMF is part of the DoD CIO IT
Enterprise Strategy and Roadmap.

In addition to adopting the RMF, the CIO
has undertaken an aggressive effort to
consolidate servers and data centers, as
required by legislation and Executive
Orders. The DMLSS servers will eventually
be consolidated into Defense Enterprise
Computing Centers (DECC) and/or
Regional Computing Centers. As part of
the consolidation, the CIO and Defense

DMLSS-FM 5 YEAR ROAD MAP

Information Systems Agency (DISA) are
significantly enhancing the infrastructure
and network capabilities, to include
deployment of a 10 Gigabit Ethernet and
the Virtual Desktop Interface (VDI)
environment.

The DMLSS-FM capability should be
prepared for the shift in operating
locations, connectivity, and use of VDI at
host sites that will operate in Cloud
environments. The DMLSS suite will need
to be reauthorized using the RMF within
the next 2 years. As part of the
reauthorization, the system will need an
assessment. The DoD, as a member of the
Committee for National Security Systems
(CNSS), is required to use the NIST RMF
and the CNSS 1253 Security Categorization
and Control Selection for National Security
Systems.

Two executive orders issued in February
2013 direct NIST and DOD to support the
development of Critical Infrastructure
Cybersecurity efforts. The DMLSS-FM
module contains Critical Infrastructure
information, and potentially cross domain
interfaces (i.e., Advanced Meters/Smart
Meters, Utility Billing, and Accounting
systems) that will present information
security challenges. The DMLSS-FM
module could be used as a Pilot Test with

the RMF and the DHS Cybersecurity
Evaluation Tool (CSET). The CSET has the
entire compendium of NIST, DoD and
CNSS publications and standards and is
used to conduct the self-assessment,
develop the Architecture and supporting
artifacts, and assist in the creation of the
DoDI 8500 submission packages. The tool
will require User Training, and a cross-
discipline group from TMA, CIO, and I&E to
develop the Workforce training materials.
The pilot could then be expanded to the
larger DMLSS suite.
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Information Security Issues

DOD CIO Information Assurance
« DoD adopting the NIST Risk Management Framework,
will replace DIACAP
 DMLSS is a listed Information System in DITPR

« DMLSS will need to be authorized under the RMF

DOD CIO IT Modernization Strategy
« CIO data center consolidation and virtualization will
reduce the number and location of DMLSS servers

DISA Initiatives
« DISA Strategic Plan 2013-2018
- DISA GIG Convergence Master Plan 2012

Figure 29: Information Security Issues

DMLSS-FM 5 YEAR ROAD MAP

32|Page



DoD ClO:Adopting NIST RMF

» Information Assurance (lA) is already
embedded throughout DoD’s acquisition
and capabilities development life-cycles

» NIST SP 800-37 risk management
framework aligns closely with the existing
DIACAP process

» Primarily changes in terminology

DoDI 8510.01

DiAcap Ks

» Goal is minimal impact to programs in
pipeline
» Risk Management Framework

implemented via the DIACAP Knowledge
Service and DoDD/I updates

National Institute of Standards and Technology — develops standards for government
and industry; focus of 2 new Executive orders for Critical Infrastructure

Low, Moderate, High “Impact” vs. “Mission Assurance Category” |, 2, 3
Continuous Monitoring replaces 3yr Recertification

Figure 30: DoD CIO: Adopting NIST RMF
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IT Security Objectives

* Objectives for securing any IT
> Confidentiality (i.e., unauthorized disclosure of info)
° Integrity (i.e., unauthorized modification or destruction of info)

o Availability (i.e., disruption of access to or use of info or an
information system)

* Assess impacts for each objective based on information
system and information type

° Low (loss has limited adverse effect on operations, assets, or
individuals)

> Moderate (loss has serious adverse effect on operations, assets, or
individuals)

> High (loss has severe or catastrophic adverse effect on operations,
assets, or individuals)

DMLSS-FM contains Critical Infrastructure information, Moderate Impact

Figure 31: IT Security Objectives

34| Page

DMLSS-FM 5 YEAR ROAD MAP



Securing the New Paradigm

Defense Information Assurance and Risk Management Framework (RMF)
Certification and Accreditation  Intended primarily for Business and IT
*  Intended primarily for Business and IT » Consistent application to Platform IT
systems systems; tactical weapons, medical
* Inconsistent application to Platform equipment, industrial control
IT systems; tactical weapons, medical systems, etc.
equipment, industrial control systems,etc. . Continuous monitoring and
* Required significant time and cost, extended certification
recertification every 3-5 years « Al federal agencies use

*  DoD unique, not compatible with Smart . Epaples Smart Grid interoperability
Grid integration

DMLSS-FM data is likely to be cross correlated with the IT inventory of IP addresses;

Smart Buildings, Smart Meters, Smart Cars, O&M BYOD expose the network

Figure 32: Securing the New Paradigm
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DISA Strategic Plan

DISA Strategic Plan 2013-2018
* Global Defense Posture
QRemain Focused on “The Fight”
URebalancing of Forces/Shift to Asia-Pacific
* Cyber Command and Control (C2)
WDefensive Cyber Operations (DCO)
UDoD GIG Operations (DGO)
* DoD Joint Information Environment (JIE) Synchronization
QEnabling the JIE Vision
QJIE Technical Synchronization Office (JTSO)
* DoD Cloud Services
QU Cloud Broker
U Cloud Infrastructure/Services

STRATEGIC PLAN

DMLSS-FM will have faster network connection speed, in a Cloud environment

Figure 33: DISA Strategic Plan

T T T T 36| Page

DMLSS-FM 5 YEAR ROAD MAP



DISA GIG Convergence Master Plan

Long-term objectives:

1. Move to a commercial-government hybrid cloud computing environment with DoD
retaining the identity provider role.

2. Improve service interoperability across core, intermediate and tactical edge
environments. s

Defense Information Systems Agency (DISA)

Mid-term objectives: gymm%

1. Develop feasible methods, when using commercial cloud service providers, which g E
protect data in transit and at rest, authenticate users, and apply appropriate access Yw
controls. - pv

2. Provide virtual container technologies supporting secure unclassified operating wec NI
environments on a wider variety of approved end-user devices. ey

3. Extend the DoD platforms to provide services for coalition enclaves. bl
Short-term objectives:

1. Provide a more efficient and capable set of common user services and platform
services through consolidation of infrastructure and existing software licenses already
purchased by DoD components.

2. Provide two private clouds: an unclassified DoD Platform, and a classified DoD
Platform.

3. Improve end-user device access by migrating end-user applications to a web based

interface and migrating end-users to a Virtual Desktop Interface (VDI) environment.

DMLSS to be in aVirtual Desktop Interface environment

Figure 34: DISA GIG Convergence Master Plan
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Enterprise Data Center Types

o 3
STronG 107

A fixed DoD data center meeting DoD standards for facility and network infrastructure,

Core Data Center (CDC)

security, technology, and operations and adhering to enterprise governance under a

“franchise” model. CDCs provide access outside the DoD environment.

A fixed DoD data center serving a single DoD installation with local services that cannot be

technically or economically) provided from a CDC. There will only be one IPN per DoD

Installation Processing Node (IPN) ( v )P s 2
installation but each IPN may have multiple enclaves to accommodate unigue installation

needs (e.g. Joint Bases). IPNs will connect to the CDCs.

A fixed data center supporting special purpose functions that cannot (technically or
economically) be supported by CDCs or IPNs due to its association with mission specific
Special Purpose Processing Node (SPPN) infrastructure or equipment (e.g., communications and networking, manufacturing, training,
education, meteorology, medical, modeling & simulation, test ranges, etc.). No general
purpose processing or general purpose storage can be provided by or through a SPPN.
SPPNs will connect to the CDCs via IPNs.
Tactical/Mobile Processing Nodes will provide services similar to a CDC but optimized for the
Tactical/Mobile Processing Node (TPN) tactical or deployed environment. Depending upon the circumstances, TPNs will connect to

the CDCs directly or via IPNs.

Figure 36: Enterprise Data Center Types
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As part of the Joint Task Force Transformation w = o
Initiative Working Group, the Committee on Eﬁ#

National Security Systems (CNSS) has
worked with representatives from the Civil,
Defense, and Intelligence Communities to
produce a unified information security
framework and to ensure NIST SP 800-53
contains security controls to meet the
requirements of National Security Systems
(NSS).

Security control overlays are specifications of

. security controls and supporting guidance used to
As a result of these collaborative efforts, the complement the security control baselines and

Director of National Intelligence and the parameter values in Committee on National Security
Secretary of Defense have directed that the Systems Instruction (CNSSI) No. 1253 and to
processes and controls described in NIST SP complement the supplemental guidance in NIST SP
800-53 shall apply to all NSS.This means NIST ~ 800-53. Organizations select and apply CNSSI No.
SP 800-53 now provides a common 1253 security control overlays by using the guidance
foundation for information security controls in each of the standardized, approved and CNSS-
across the U.S. Federal Government. published overlays.

Figure 37: DoD CNSSI 1253 Security Controls
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The Department of Defense budgets over
$7 billion a year for business system
investments. Section 901 of the Fiscal Year
2012 National Defense Authorization Act
(FY2012 NDAA), now codified at Title 10
United States Code § 2222, included
significant changes to the requirements
for investment review and certification of
defense business systems before funds,
whether appropriated or non-
appropriated, can be obligated. Continuing
to build on existing statutory guidance
that requires Business Process
Reengineering (BPR) and alignment to the
Business Enterprise Architecture (BEA),
Section 901 requires the establishment of
a single Investment Review Board (IRB)
chaired by the DoD Deputy Chief
Management Officer (DCMO) and an
investment management process,
consistent with section 11312 of Title 40.
It also significantly expands the scope of
systems requiring certification to include
any business system with a total cost in
excess of S1M over the period of the
current future—years defense program,
regardless of type of funding or whether
any development or modernization is
planned

DMLSS-FM 5 YEAR ROAD MAP

To implement this new investment
management process, the DCMO issued
guidance to ensure that the Department
continues to treat its business system
investments with the firmness of purpose
and discipline that will enable cost savings
to be redirected to critical operational
needs of the warfighter. The guidance,
now updated annually, creates an
Integrated Business Framework to align
broad Departmental strategy with
functional and organizational strategy, all
the way to system implementations. This
framework, utilizes new plans, called
Functional Strategies and Organizational
Execution Plans to help achieve the
Department's target business
environment. The guidance and
implementing memoranda are included
below.

Fiscal Year 2014 Guidance

¢ DCMO Memorandum, Defense
Business Systems Investment
Management Process Guidance, April
8, 2013 (PDF)

¢ Defense Business Systems Investment
Management Process Guidance, April
2013 (PDF)

e Organizational Execution Plan
Presentation Template (PPT)

e Organizational Execution Plan Excel
Template (XLS)

The DMLSS-FM community should begin
preparation for the creation of
documentation and submission package
with the Functional Strategy and the
Organizational Execution Plan using the
Business Enterprise Architecture (BEA)
10.0.

The DMLSS suite will need to have
continuing software development and
support, and must be accounted for in the
Defense Information Technology Portfolio
Repository (DITPR), and the Select and
Native Programming Information
Technology System (SNaP-IT) for
budgeting and accountability. The DMLSS
suite requires the identification of the
Research, Development, Test and
Evaluation (RDT&E) accounts that will be
used to pay for the development support.
In 2013, the DoD released the Business
Enterprise Architecture 10.0, which is the
process used to submit projects for
funding. DMLSS as a whole falls into
several areas, but the DMLSS-FM module
is part of the Real Property Installations
Lifecycle Management (RPILM) Core
Business Mission. A new requirement
added to the BEA RPILM is for Enterprise
Energy Information Management (EEIM).
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EEIM improves the Department’s ability to
make informed investments regarding
energy usage in the real property domain
by establishing a capability to analyze
comprehensive energy use and
investment data and establish
standardized processes and integrated
systems to systematically track, analyze,
and report facility energy and water use
and related costs. Incorporated EEIM
standards within the BEA for compliance
assertion as a set of DoDAF products
specifically to include:

e Creation of EEIM Information
Exchanges

e Addition of EEIM Business Rules to
reflect the re-engineered processes

e Addition of the re-engineered OV-6¢
Business Processes

e Addition of DIV-2 to mandate
information requirements and System
Data Exchanges

e Addition of new Operational Activities,
ICOMs, and associated Information
Exchanges

e Update of OV-2 to assign a performer
to the newly-identified Operational
Activities

DMLSS-FM 5 YEAR ROAD MAP

The DMLSS-FM module could be used to
support the EEIM data collection, analysis
and reporting, or share the capability with
the host system (i.e. Maximo, Tririga, SAP,
etc.).
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Funding Issues

DMLSS Funding
« DMLSS in DITPR and SNaP-IT
« Prepare to use new Business Enterprise Architecture 10.0
« Prepare to submit to the Functional Business Governance
Board

DMLSS-FM is a GOTS CMMS/CAFM capability, part of Real Property Installations

and Lifecycle Management

Figure 39: Funding Issues
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BEA 10.0

e @ hitp://demo.defense.gov/ products-and-services/business-enterp 2 ~ 2 & | FTYMEN @ BEA 100

- o EEM

Human
Resources

Management
£ !!

Systome B Tochnology
R nfaciira®  Real Property

Business Enterprise Architecture (BEA)
The Enterprise Architecture for the Business Mission Area

Ol & i [>d [ * D09

http://dcmo.defense.gov/products-and-services/business-enterprise-architecture/10.0/classic/index.htm

Figure 40: BEA 10.0
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DMLSS DITPR

DMLSS Funding
 DMLSS is currently in DITPR and SNaP-IT

+ To update the FM capability, need RDT&E funding, split DMLSS-
FM out as a separate module?

+ Defense Business Systems Investment Manage Process
Guidance April 2013

ution Plans (OEPs) I
:

Strategic Management Plan (SMP)

I Organizational Excc

Figure 1 — Integrated Business Framework

3

Figure 41: DMLSS DITPR
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BEA 10.0 RPILM

3.1.4. Real Property and Installations Lifecycle Management (RPILM)
The following bullet outlines the content changes made within the RPILM CBM:

Enterprise Energy Information Management (EEIM). Improves the
Department’s ability to make informed investments regarding energy usage in
the real property domain by establishing a capability to analyze comprehensive
energy use and investment data and establish standardized processes and
integrated systems to systematically track, analyze, and report facility energy
and water use and related costs. Incorporated EEIM standards within the BEA
for compliance assertion as a set of DoDAF products specifically to include:

Creation of EEIM Information Exchanges

» Addition of EEIM Business Rules to reflect the re-engineered processes

Addition of the re-engineered OV-6¢ Business Processes

Addition of DIV-2 to mandate information requirements and System Data
Exchanges

Addition of new Operational Activities, ICOMs, and associated
Information Exchanges

Update of OV-2 to assign a performer to the newly-identified Operational
Activities

BEA 10.0 Summary

Wi ill DMLSS-FM be used for EEIM, or rely on host system?

Figure 42: BEA 10.0 RPILM
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BEA 10.0 RPILM

‘deme. defienze.govs products-and-services/business

PP - 2 [EImsn @ BEA 100 * | (2 demo.defense.gov

BCL 3 LRP

Core Business Mission (CBM)
Real Property and Installations Lifecycle Management (RPILM)

The Real Property and Ir i Lifecycle M: t (RPILM) core business mission (CBM) provides the warfighter and other CBMs with access to secure, accurate and reliable information on real property assets and
environment, safety and occup health i ility.

Key Initiatives

Real Property | y R i [RFIR) provides the foundation for achieving real property accountability by standardizing data, systems, and processes. The RPILM CBM works closely with both Military Services and

Defense Agencies to i process ion across DoD's diverse real property environment. In 2005, RPIR processes, business rules, and data standards were integrated into the DoD's
Business Enterprise Architecture (BEA] The Military Services and Defense Agencies have implemented RPIR's sustainable business processes and rules, updated relevant policies, and modified and populated their IT systems
with RPIR's standard data elements Going forward, in addition to removing redundancies inherent in mature real property inventories, RPIR equips DoD business owners with valuable management tools by:

+ Delivering i inf ion, supported by standard processes and data.
* Reducing inventory managemen! burdens and inefficiencies.

+ Integrating real property, financial and business management practices

+ Providing new opportunities for mare efficient real property management.

Real Property Acceptance Requirements {RPJ\R] and Real Property C ion in P Requi (RPCIFR) lish legal and fi | is for bringing new real property assets into DoD s inventory,
and for properly g costs and i ion resulting from P these q will provide real-ti ity for the Depariments investments in construction projects, enable accurate
and consistent reporting to Congless project managers, and financial managers and ensure achievement of clean audits.

Chemical Management Enterprise Information Integration improves the accuracy and availability of authoritative data required for the it of chemicals and ials. It will ulti ly reduce chemical-related risks
throughout the DoD supply chain.

Installation Geospatial Information & Services (IG1&S), as managed by the Defense Installation Spatial Data Infrastructure (DISDI) Program, leverages spatial information and capabilities to better manage glebal installations
and bases by using the Global Information Grid (GIG). IGI&S also enables interoperability and development of net-centric solutions across the DoD mission areas and between the Components. By FY13, DoD Gompaonents will

achleve fuII compllanoe with Version 3.0 of the Spatial Data for Facilities, ions and Environment. This will align geospatial data with RPIR, enabling Service Oriented Architecture (SOA) solutions that connect

e ¥ with real property management systems at all levels.
Enterprise Energy Information M. is a capability d d to inform decision-making through the systematic collection, integration and analysis of facility energy consumption, conserval:on and renewable energy
production and purchase data. This cap yis p of common language and d facility p that provide the foundation for a P DoD energy capability. This
information also supports business analytics across the DoD enterprise while streamlining external reporting, and EEIM transforms data into actionable and integrated information for energy managers to perform meaningful trend
analyses, benchmark assets, identify opportunities for impr . and track against both internal and external performance goals.

e g

Figure 43: BEA 10.0 RPILM
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DCMO DBS Investment Management

The Department of Defense budgets over $7 billicn a year for business system investments. Section 901 of the Fiscal Year 2012
National Defense Authorization Act (FY2012 NDAA), now codified at Title 10 United States Code § 2222, included significant
changes to the requirements for investment review and certification of defense business systems before funds, whether
appropriated or non appropriated, can be obligated. Continuing to build on existing statutory guidance that requires Business
Process Reengineering (BPR) and alignment to the Business Enterprise Architecture (BEA), Section 901 requires the
establishment of a single Investment Review Board (IRB) chaired by the DoD Deputy Chief Management Officer (DCMO) and
an investment management process, consistent with section | 1312 of Title 40. It also significantly expands the scope of systems
requiring certification to include any business system with a total cost in excess of $1M over the period of the current future—
years defense program, regardless of type of funding or whether any development or modernization is planned

To implement this new investment management process, the DCMO issued guidance to ensure that the Department continues
to treat its business system investments with the firmness of purpose and discipline that will enable cost savings to be redirected
to critical operational needs of the warfighter. The guidance, now updated annually, creates an Integrated Business Framework to
align broad Departmental strategy with functional and organizational strategy, all the way to system implementations. This
framework, utilizes new plans, called Functional Strategies and Organizational Execution Plans to help achieve the Department's
target business environment.The guidance and implementing memoranda are included below.

Fiscal Year 2014 Guidance
(PDF)
(PDF)
(PPT)
(XLS)

Figure 44: DCMO DBS Investment Management
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It has been reported during the course of
assembling this DMLSS-FM 5 Year
Roadmap, some users who have used
web-based systems experienced mixed
results in terms of performance. This
includes lag time when trying to enter
data, complete a function or even navigate
from user interface to user interface. Since
the premise of this roadmap seeks to
fundamentally build a web-based system,
there are some key recommendations that
will support optimizing performance and
user experience.

It should first be noted that there are
numerous factors that could contribute to
the lag one experiences on a web-based
system and that the issue is not exclusively
tied to bandwidth or internet connection
speeds. Some of these issues include the
following:

e Local machine is running a much
older Operating Systems (i.e.
Windows XP).

e The local machine is an older
computer with an inadequate
processor and insufficient RAM

o  The local machine is running an older
version web browser.

DMLSS-FM 5 YEAR ROAD MAP

e The program pages have not been
optimized for use on the web.

Any combination of these issues along
with other collateral factors may hinder
the final user experience in the
performance of the web-based
application. It is therefore desirable to be
able to build into the system, mechanisms
that monitor and isolate these main
factors. Web-based systems are
particularly well suited to gathering
analytics. By monitoring and collecting
data about these critical factors, this will
provide valuable information to make
strategic decisions in the future on how to
mitigate any lagging performance users
might experience. It will better identify
where the choke points are and what
measures are needed.

Performance Tracking Metrics on
MAX.gov

Some of the recommendations made here
are already best practices that have been
implemented on MAX.gov. The main
principle is to let the system automatically
collect data about its performance so it
helps identify where mitigating actions are
required. The recommendations can be
summarized as follows:

1. Track rendering time for every page

Track Response Times for each
Community on the system

Allow for third party application
monitoring in the event any lags are
caused by application specific
configurations.
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Figure 45: Each web page tracking page rendering time

Once a user logs into MAX.gov, each web
page is designed to provide information
regarding the page rendering time and its
breakdown (time expended due to Server
and User). This will help identify common
patterns and problematic pages as well as
single user anomalies due to specific,
inadequate workstation performance
issues.
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MAX Federal Community Response Times Breakdown
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Department of Energy
Department of Justice
Department of Labor

Department of Agriculture
Department of the Interior

= 0-3 Secs = 3-5 Secs

Department of the Treasury

Department of Transportation

0-3 Secs, General Services Admin, 86.3
.3

OA

Department of Veterans Affairs
Dept of Defense--Military

Dept of Health & Human Service
Dept of Homeland Security
Dept of Housing & Urban Develp
Environmantal Protection Agy
General Services Admin
Millennium Challenge Corp

Hatl Aeronautics & Space Admin
Nuclear Regulatory Commission
Office of Government Ethics

=10 Secs = 10-20 Secs = 20-30 Secs ® 30 or More Secs

Figure 46: Track Response Time by Specific Communities

Another analytic MAX.gov implemented
was the ability to track response time by
each specific MAX Federal Community.
This again will help identify if a particular
issue is experienced across the entire
enterprise or if the issue might be
localized for a particular group. By seeing
patterns of performance, this allows each

DMLSS-FM 5 YEAR ROAD MAP

issue to receive the appropriate course of
action and provides better direction for
system administrators to understand if the
performance issue is a localized matter or
a concern felt across all users.

Office of Managemaent and Budget

Office of Personnel Managemant

Social Security Administration
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O New Relic

IA DEVELOPER'S
BEST FRIEND

Figure 47: 3rd Party Application Monitoring Services

The open and interoperability of web -
administrators to make use of 3" party
systems and services to support the
diagnosis and resolution of performance
issues. MAX.gov has successfully made use
of systems such as New Relic to monitor
the performance of their web-based
applications. It should be noted that the

DMLSS-FM 5 YEAR ROAD MAP

direction towards web-based systems
allows for this wide availability of tools
and services to help support systems built
on ubiquitous web standards. This means
future DMLSS-FM administrators can
leverage tools that have been purpose-
built to address a particular issue without
having to build everything themselves.

This support structure is part of the
ecosystem of tools that is envisioned in

this Roadmap.
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Max.Gov

The benefits of Service Oriented
Architecture (SOA) is that it provides a
very flexible, modular approach to
developing a software solution. This allows
for growth and smaller, but more frequent
development cycles that are less
disruptive for users of the system.
Max.gov is a government wide SOA
solution available for adoption towards a
web-based, CMMS/CAFM enterprise
solution for MHS.

The catalyst to initiate the DMLSS-FM 5
year Roadmap is to initiate the
implementation of Max.gov.

¢ Flexible Service Oriented Architecture

¢ Scalable Solution

e Web-based

e  “Future-proof”

e Built-in Collaborative Environment

e Provides Government to Government,
intra-agency collaboration

¢ Interact with Non-Government
partners in secure “Enclaves”

e 2- Factor Authentication

e Web-orientated APIs

DMLSS-FM 5 YEAR ROAD MAP

.BFEL B
- MAX Service Oriented Architecture

»
E-cov

Agility and cost effectiveness through modular web services,
open source, open standards, and web-oriented APIs.

-

S

': tJ

§ Web Frameworks

l}»ﬁe

=) Business Intelligence
¥

( D Publishing

Records Management

Figure 48: MAX.gov - Service Oriented Architecture

Collaboration & Infoarmation Sharing

* MAX Federal Community
* Online AMeetings, MAX Shared Desktop

Data Collection, Analysis, Publications
* MAX Colfect, MAX Analytics, MAX

Publishing

wy, Specialized Applications
s A-11 (President’s Budget), Appendix Text,

. Apportionment, Modeling, Earmarks,
- TWeb, many athers
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B2 MAX Shared Desktop - Real-time *E.cov
Collaboratlon in a Shared Virtual Environment
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» Enables multi-user collaboration and authoring
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—— - || » Completely isolated environment with a virtual Windows desktop

# Use on your IPAD, Android, Nethook or other limited software
device to run Office and other applications

» Custom configurations can be tailored for specific agency needs
~ Fully integrated with the MAX Federal Community

: » Last 6 months: 500+ users hosted 2,700+ sessions w/5000+
participants
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=5 | Mg oca wiranes | of

Figure 49: MAX Shared Desktop

The service orientated architecture of
Max.gov allows for a flexible, scalable,
modular approach to developing an entire
CMMS/CAFM system for the MHS
organization. As new requirements and
needs are identified, the open-ended
system allows for ease in growth with a
variety of tools built within the system.

e Max Collect
e MAX Shared Desktop
¢ MAX Infrastructure

DMLSS-FM 5 YEAR ROAD MAP

-BFEL B MAX Collect *E-Gov
Dynamic Data Collection, Analytics, Bl, Publications

= The Traditional Way —_—

* E-mailed Word/Excel Templates
* Submissions e-mailed back to a
central production person:
* Manual compilation
+ Re-editing for format
* Manual Table of Contents

+ Web-based distributed collection

* Multiple stage workflow for
progressive review and tracking

+ Instant publication: PDF, Word, Excel
* Paginated table of contents
* Fully indexed and searchable
* Custom tailored formats

* Easy to re-use/repurpose content

* Real-time analytics, dashboards,

graphs, reports, faceted search
microsites

* Data accessible on the desktop and
exportable via Excel and XML

* Manual assembly and
distribution of large binders
= YVersion control is problematic
* Mo index or search capability
* Revisions are a huge problem
* No analytical or tracking
capability

Figure 50: MAX Collect

BPHB Robust MAX Infrastructure *E-Gov

~  FISMA compliant — C&A’d at the FIPS 159 ‘Moderate’ level
Fully integrated authentication (MAX IDs and MAX groups)
* HSPD-12 login option
* Capable of partnering with agencies on single-signon
* Useable by agencies in their own web applications

v

~ Highly agile - readily customizable and extendible platform
~» High Capacity — Highly Scalable
* Current capacity for 150,000 users - 3x current usage

* Straightforward expansion through clustering and
federation

~ High Availability Business Continuity
*  Multiple redundant servers
*  Two geographically separate sites
*+ HADR database technology between sites

Figure 51: MAX Infrastructure
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DMLSS to Support FLCM

The DMLSS-FM Roadmap capitalizes on
the opportunity to develop a ground-up,
corporate CMMS and CAFM system. The
data that resides in such a system can
prove valuable beyond the Facility
Management personnel. This data would
be established as the authoritative source
for total asset visibility. This means the
usefulness of this system extends into
numerous other business process and
governmental agencies that currently have

to request time-consuming data calls of a ' : +Clinical Operations
snapshot-in-time view of a particular | f‘;::;;;“;‘nf:m
query they need for an immediate

purpose.

The vision is to have this data available to H

the appropriate personnel and make the '

views of data relevant to suit their
purpose. This includes a variety of roll-ups
and combinations of data that they
routinely require. This produces a
CMMS/CAFM solution that builds in a
better sustainment model for business
processes.

Figure 52: Capital Planning Across the FLCM
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Synergies with the SEPS
Strategic Plan

As DoD looks to move to a web-based
system for their new corporate
CMMS/CAFM system, there are other
activities currently underway that can
provide synergies and support. At present,
DoD and VA are also preparing to launch
their SEPS system on the OMB-cloud in
2013.

Similar to this Roadmap for DMLSS-FM,
there was a study conducted to develop a
Strategic Plan for SEPS as it migrates to the
cloud. Many of the issues that arise when
making such a migration have been
reviewed and a path has been carved to
implement the gradual progression
towards making use of the web. Although
SEPS and DMLSS-FM are different tools
with different work processes and user
communities, they both do share some
commonality in the sense they are both
applications making this migration
towards the cloud. The lessons learned to
the extent applicable, have been
transferred towards the DMLSS-FM
roadmap for consideration. The other
benefit to align these efforts is that the
transition team can see the pros and cons
of each step as they occur and perform
course correction measure on a more

DMLSS-FM 5 YEAR ROAD MAP

SEPS and DMLSS Ecosystem

Many Levels of Users - Gavernment, Consumnts. Suppliers, sach wich their own level of access oo Informason Layar
@

Applications
m m @ cnﬁ?-:'ﬁm Fl.EF'EIIl.TS SEP:'- L Mabile Apps
Platfarm
L 9
@Ihcure at Data Level

FLCM Dot 23 a Service

DMLSS Data

Figure 53: SEPS and DMLSS Ecosystem

scalable manner as opposed to managing clearer to establish authoritative data

the migrations as if they were two sources and workflows as these two

disparate activities. create the first “building blocks” of the
integrated data system for the

The other longer term vision is that these
two applications are important
components of the overall FLCM. By
treating them as components that are
parts of the same “engine”, it becomes

government.
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Figure 54: Use Same Data - Common Operational Picture
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CRITERIA
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Update SEPS Criteria - 12 Months Per Update Cycle
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Figure 55: SEPS and DMLSS - FLCM Data Integration
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FACILITY LIFE

CYCLE

DMLSS - |80 Separate Servers |solated from Each Other

DMLSS FMV 3.1.2 (subset of DMLSS)

DMLSS FM

V490 Real Time

Roll Up

SEPS Tables as Webservices

DMLSS FM Tables as Webservices

Figure 56: Support needs currently addressed by Joint Medical Asset Repository (JMAR)
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DMLSS-FM Development Phases

and Features

DMLSS Development Phases an

3.5
Web Enabled

38
Vebservices

3.9
Platform

4.0
Implement

2013 -Q3

2014 - Ql

2014-Q4

2015

Web Enabled

Two Factor Authentication

Decoupled Data

Webservices APl

Hosted DMZ Test Environment

New User Interfaces and Apps

Third Party Developer Apps

Roll Up Reporting

BIM and GIS Connections

DMLSS FM Next Version Live

Figure 57: DMLSS-FM Development Phases and Features
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2012 2013 2014 2015 2016 2017

DMLSS FM CurrentVersion 3.1.2 I

74 Close DMLSS FM 3.1.2 on Same Day

BIM and GIS

Drawbase A"A"A Test Potential of Connecting to Existing Drawbase Files

‘ 3.8 Expand FM Development Platform

Develop Roll Up Prototype Dashboards

Third party development to create connections to FM Data

lew User Interface & Apps

e,

.

3.5 Enable FM Services Oriented Architecture

&

'eb Enabled FM Environment

v
Prepared by: Onuma, Inc HT9402-11-D-0001 - Task Order 00112 - 100% Submittal @ 21

Figure 58: DMILSS-FM Timeline
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Key Dependencies

DoD is in the process of migrating the Real
Property Assets Database (RPAD) to a
cloud environment. RPAD is the single
authoritative source for all DoD real
property inventory and will be available to
authorized users via standardized Web-
Services.

The RPAD primary key is the Real Property
Unique Identifier (RPUID). This 24 random,
unique character serves as a critical
identifier for the real property managed
within DMLSS-FM.

RPUID will play a vital role in connecting
the various modules of data within DMLSS
as well as other locations that integrate
with the RPAD data warehouse. This also
applies to its employment of any
Geographic Information Systems (GIS)
capabilities. Installations/Sites are
identified by its Site Code. The RPAD
RPUID is used by the Defense Installation
Spatial Data Infrastructure (DISDI) Portal,
and ESRI based GIS, that currently has over
70 layers of data.

DMLSS-FM 5 YEAR ROAD MAP
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Figure 59: Key Dependencies
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The Defense Installation Spatial
Data Infrastructure (DISDI) Portal
The Scope of the Defense Installation
Spatial Data Infrastructure

e The World Extent National Geospatial-
Intelligence Agency

¢ The Installation & Environment Extent
Defense Installation Spatial Data
Infrastructure

e The Facility Extent, A Role for Building
Information Modeling

Key Questions Answered by DISDI Portal

e Where are DoD real property assets?

e What is the spatial relationship
between these assets?

e What is the size (area, extent) of these
assets?

e Where are these assets in relation to
other key things (people, resources,
renewable energy potential zones,
force protection threats, etc.)?

Key Performance Indicators Supported

e What is the completeness of the Real
Property Inventory?

¢ What is the quality of the RPI
(duplicates, overlaps, gaps)?

The DISDI Portal - Map Viewer

Prepared by: Onuma, Inc.
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Figure 60: The DISDI Portal - Map Viewer
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BUILDER™ Sustainment
Management System

3 hittp://batman.cecer.army.mil - inventory - Mid
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b

Figure 61: BUILDER™ Sustainment Management System
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7.0 New Capabilities & Features

Introduction

The recommendations made in this
DMLSS-FM Roadmap are organized by
distinct “releases” of DMLSS-FM. These
incrementally developed versions of the
application utilize the concept of an
“Agile” approach vs. the “Waterfall”
approach to software design. The main
advantages of an agile approach is its
adaptability and responsiveness to course
correction when implementing new
features and capabilities. The traditional
or “waterfall” approach towards software
design is based on a serial, sequences of
steps. Each step must be completed
before the next step can start. The
disadvantage of this traditional approach
is it requires long development cycles and
is not conducive to course correction once
decisions have been made in each step. A
shift in policy, procedures or
implementation strategies means going
back to previous steps and adjust
accordingly. An example of software using
the Waterfall Model for development is
Microsoft Windows operating system (i.e.
XP, Vista, Windows 7, and Windows 8).

DMLSS FM 5YEAR ROAD MAP
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Figure 62: Agile vs. Waterfall Model

The Agile Model assumes adjustments and
course corrections will be needed. It also
acknowledges smaller, incremental
developments will be less disruptive to
users than major shifts to the application’s
user interface, functionality and overall

TIME

user experience. Rather than adopt a
serial accession, this model may have
several steps running in parallel. The
incremental changes are small enough to
manage and evaluate as it is being
designed and tested. This method is also
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Proof of Concept

Agile Development and Shortening of Tin

The DMLSS FM Proof of Concept in this testing phase illustrates how
an agile or spiral approach to development is possible today. The
strategy builds on top of the strong foundation of DMLSS FIv
knowledge and functionality created over the years to move to a
DMLSS FM 4.0 Ecosystemn.
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Figure 63: Agile Development

better suited to take advantage of future
technologies since it is less “fixed”, thus
making the system more “future-proof”.

Model include the various web-based
products from Google (i.e. Gmail, Google
Maps, and Google Calendar).

Examples of applications using the Agile

DMLSS-FM 5 YEAR ROAD MAP

Conceptually, much of the strategies and
implementation steps were based on the
agile approach. The following releases of
DMLSS-FM have steps built into them that
work well and create synergies with each
other. Each subsequent release builds off
the foundation the previous release
provides as well as synergizing and adding
new functionality incrementally to the
overall application.

The earlier efforts in DMLSS-FM 3.1 and to
some extent, 3.2 are meant to mobilize
the application to more fully capitalize on
the new web-based environment. These
efforts, to a large extent, are meant to be
more “behind-the-scenes” preparatory
releases and the typical DMLSS-FM user
will not notice much change in their day to
day use of DMLSS-FM. However, these
early steps are critical to the success of
maintaining SEPS in this new web-based
environment and fully taking advantage of
all the potential of integrating with other
web-based capabilities in this cloud
ecosystem.
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Amazon.com’s Success Story amazon
Service Oriented Architecture (SOA)

The growth of Amazon.com’s sales have tripled in the last five years with 2012 topping over $60 billion. Much of their ability to
accommodate rapid growth can be attributed to their adoption of SOA. Back in 2002, founder and CEO, Jeff Bezos issued a mandate
with the following key points:

1. All teams will henceforth expose their data and functionality through service
interfaces.

2. Teams must communicate with each other through these interfaces.

3. There will be no other form of interprocess communication allowed: no direct
linking, no direct reads of another team’s data store, no shared-memory model, no
back-doors whatsoever. The only communication allowed is via service interface
calls over the network.

4. It doesn’t matter what technology they use. HTTP, Corba, Pubsub, custom protocols
— doesn’t matter.

5. All service interfaces, without exception, must be designed from the ground up to
be externalizable. That is to say, the team must plan and design to be able to expose
the interface to developers in the outside world. No exceptions.

6. Anyone who doesn’t do this will be fired.

The implications of this mandate, exiguous in words, were tremendously profound. As noted on tech blog, API Evangelist:

“Think about what Bezos was asking! Every team within Amazon had to interact using web services.
If you were human resources and you needed some numbers from marketing, you had to get them
using an API. He was asking every team to decouple, define what resources they had, and make them
available through an API. Every team within your company essential becomes a partner of the other.
Some of the lessons Amazon learned along the way:

. Support - Support for your teams interface becomes critical

. Security - Every teams becomes a potential DOS attacker requiring service levels, quotas
and throttling

. Monitoring / QA - Monitoring and QA are interconnected, you will need smart tools for
not just telling if something is up and running, but actually delivering the expected
results

. Discovery - Service discovery becomes important. You will need to know what APIs there
are, if they are available and where to find them.

. Testing - Sandbox and debugging is essential for all APIs”

DMLSS-FM 5 YEAR ROAD MAP
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Governance

The current business process of
maintaining DMLSS-FM is greatly managed
by the Joint Medical Logistics Functional
Development Center (JMLFDC). With a
web-based DMLSS-FM system, there is
now an opportunity to also provide a
feedback loop from the users of the
system on a continuous basis. There is a
greater ability to gather information such
as new feature requests, bug reports, and
troubleshooting. This ability to engage
users also applies to user communities
that only need to “read” data from
DMLSS-FM.
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Figure 64: DMLSS-FM User Communities
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“Wishlist” of New or improved
Functionality

Independent of the platform DMLSS-FM is
built upon, the following features have
been identified by the Joint Medical
Logistics Functional Development Center
(JMLFDC) | Defense Medical Logistics
Standard Support (DMLSS) Program as
features and capabilities that would be
most useful to improve the use of DMLSS-

1. FM Enable Bar Code/RFID
implementation

2. Better utilities management

3. Better management of space
assighments

4. Better capabilities to coordinate for

disaster preparedness

Ability to interoperate with other AlS

Support Service management contract

Housekeeping

Help Support Audits

Request funds, award funds, spend

funds

10. BIM/CAD tools - better data sharing
with these applications

oo NWw
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Figure 69: Ability to interoperate with other AlS

Figure 67: Better Utilities Management
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DMLSS-FM Roadmap Phases

The phases of the DMLSS-FM Roadmap
can be broken out in the following phases.
Each phase would be considered a new
release of DMLSS-FM following the agile
development approach.

Since the application is online, the users
would receive updates immediately as it
was ready to be deployed.

e 3.1 DMLSS-FM Legacy
e 3.5 Web-Enabled

e 3.8 Web-services

e 3.9 Platform

e 4.0 Implement

3.1 DMLSS-FM Legacy

This is the current DMLSS-FM system and
will be used as the “baseline” standard to
measure the kinds of functionality and
workflows that need to be supported. This
version is also used as a “strawman” to
determine where there are opportunities
to improve upon the system to better
support the current mission. This legacy
version is also useful to identify the data
calls that are currently needed beyond the
facility management community. It
establishes a framework for determining
where chokepoints exist when trying to
access data especially for the personnel

[EaRERE ¥
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that do not use DMLSS-FM on a regular
day-to-day basis, yet require the visibility
into medical facility assets.

PLATFORM

Figure 70: DMLSS-FM 3.1.2
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3.5 Web-Enabled

The implementation of web-services
begins the roadmap towards optimal
flexibility and scalability for the data
collected and processed in the DMLSS-FM
system. Steps include identifying and
decoupling data tables from the actual
DMLSS-FM application and have the
information available through web-
services. This phase will also begin to
identify the various stakeholders that will
become part of the overall ecosystem.
This not only includes the DMLSS-FM user
base and the governmental personnel
needing to access the facility data, but also
vendors and manufacturers that can make
their product data accessible through
web-services as well. It is recommended
to start a hosted DMX Test Environment
where these governmental and private
collaborations can take place. There is a
general growing trend towards making
vendor product data available and DMLSS-
FM should prepare now to make use of
this “free” effort that is being provided in

the industry.

DMLSS-FM 5 YEAR ROAD MAP
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Figure 71: DMLSS-FM Decouple Sample Data in 3.5
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3.8 Web-services DMLSSFM 3.1.2 DMLSSFM 3.5 DMLSSFM 3.8-39
The previous releases of DMLSS-FM

Decouple Sample Data Test Platform and Apps
started the foundational preparations of on Max.gov Jan. - June 2014
decoupling data tables and unlocking data MNov. 2013
to be used in web-services. The 3.8 release

of DMLSS-FM will focus on developing

rinterf 1) and functionality from MLSS FM 3.1.2
user interfaces (Ul) and functionality fro -

Users

MLSS FM 3.1.2 casins v 1 LIRSS R

3.1.2 Continues
ERI{TERFACE unchanged wuntil V4 @E\ L CE

—_—

this data that can now be integrated
through web-services. Third party PLATFORM
developers will be invited to the DMZ

sandbox to develop and test new Ul’s and “
apps as well. This release will also expand
functionality and develop the necessary
roll-ups of data that is now currently being X

addressed by JMAR. This is a critical step. ﬁ Other
The objective is to develop streamlined il
tools and processes to automate the

necessary views of data across many

Test FLATFORM
different levels of people and minimize
any additional effort to produce these roll- rircuple DLSS |
ata into test &

ups or “snapshot” copies of data. The goal Envir::mment n [T Test Data Test Data
JI.EDV

PLATFORM

PLATFORM

Enabled DMLSS FM
Test Platform and
develap
applications

\

P R |

is to get all data stakeholders to see the
same common data in terms they need.

Figure 72: DMILSS-FM Testing and Apps in 3.8 - 3.9
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3.9 Platform

As the tabular data portion of the DMLSS-
FM continue to evolve, 3.9 will develop
connections to CAFM and CMMS tools.
This includes integrating GIS and BIM data
using industry standards to guide the
structuring of the data. It will also evaluate
the current DrawBase files. It is possible a
transition towards a more robust BIM-
centric platform merits consideration to
future-proof the growing use of BIMs to
document buildings. The GIS interface will
focus on making flexible, fast interfaces to
quickly provide the total asset visibility
that often hampers CMMS systems. There
will also be a focus on being able to access
this information on a wide variety of
devices such as tablets and smartphones.
These mobile capabilities will be tied
together with user needs coming from the
field as well as managers requiring a
higher level roll-up view.

DMLSS-FM 5 YEAR ROAD MAP

Proof of Concept

Current Process

SEPS Field Tools

Project teams spend
time resolving
information
discrepancies

o Starting a new project usually consists of a lot of field work to find the ground truth

DEPARTMENT LEGEND

o sunoear zb(’

Inconsistent naming and
numbering of facility spaces
and departments creates
confusion in determining need.
Valuable resources spent on
finding information to start a

project.

Figure 73: Support data collection in the field
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4.0 Implement

DMLSS-FM 4.0 will not only be a mature
application but also a mature ecosystem.
This means the capabilities of DMLSS-FM
will even manifest itself in different ways
for different people depending on the
views of data they require. The core

engine will drive numerous “branches” of

functionality that can continue to be
developed and added upon in rapid,
development cycles to respond to the
growing changes that the facility
management community faces.

DMLSS-FM 4.0 will be a fully matured
application and ecosystem of tools and
functionality that can be replicated for
other enterprises. The potential to
commercialize the application is greatly

enhanced since the modular development

principles can also be translated to other
organizations that might need to tweak
and customize the system.
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Figure 74: DMLSS-FM 4.0
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8.0 Return on Investment
(RQOI)

The size and scale of the DoD Military
Health Care Facilities is massive and to the
extent improvements to the CAFM and
CMMS functionality included in DMLSS-
FM, the return on investment (ROI) can be
significant. An April 2013 report from the
DMLSS-FM servers, supplemented by
JMAR, included the following:

DMLSS-FM 5 YEAR ROAD MAP

Portfolio Size
DoD MHS Total Healthcare Facilities Facilities 4,200
DoD MHS Total Healthcare Facilities GSF 80,000,000
Total Plant Replacement Value PRV $40 Billion
Active Rooms # 290,000
Active Real Property Installed Equipment # RPIE 679,000
Work Requests (1 Oct 2011 to 30 Sep 2012) #FY 12 784,000
Active Facility Requirements # 25,000
Value of Active Facility Requirements S $7 Billion
Active Projects # 10,000
Preventive Maintenance Records # 104,000
Regulatory Compliance (RC) Schedule Records # 2,400
Drawbase Dwgs # 3,300
Number of DMLSS-FM Users # 6,500

Figure 75: Return on Investment
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The work request process is one of many
FM processes in DMLSS-FM that are ripe
for improvement through both workflow
innovation and cloud- and web-services
based technology. For example, as a rule
of thumb each work request can take
approximately 60 minutes in time spent
from clipboard to DMLSS data entry and in
transit. That 60 minutes may actually take
place over a period of several days, so the
lag in inputting the information and having
it available for enterprise reporting is a
source of frustration. In the case of
regulatory compliance or safety-related
work requests, the lag in information can
be more significant.

The following “back of the envelope”
calculation of ROl improvements for the
work request process by just 15 minutes
per work request suggests a significant
savings of almost $57 million over 5 years:

DMLSS-FM 5 YEAR ROAD MAP

ROI "back of the envelope” Calculations
Extrapolated Total Work Requests / Month
Potential Savings / Month

Potential Savings / Year

5 Year Savings

65,333
S 946,891 See Notel
$ 11,362,693
$ 56,813,465

Note 1: Potential Savings assume that 15 minutes / work request is
saved, with an hourly rate of a GS09 at $57.97, or $14.49 / work
request. With about 65,333 work requests / month, the savings per
month is $946,891, or almost $57 million for 5 years

Figure 76: Return on Investment
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Work requests are just of one several key
FM functions in DMLSS. If savings similar
to the analysis for work requests were
applied to these other functions, the ROI
could be an order of magnitude higher in a
new and improved CAFM and CMMS data
ecosystem.

DMLSS-FM 5 YEAR ROAD MAP

Facility Management System - [Inbox]

b Mavigate Utilities ‘Window Help

¥ @ & % @ = B € B2 ¥ o

Jraw Mamt Fac Inv Fac ZyzInw  MaintProc PR Sched  ProjMamt Reomlnw  WrkRegst RgmtDetail  RCFPrec RC Rgmes

1) Facility Inventory
2) Room Inventory
3) Real Property Installed Equipment (RPIE) Inventory
4) Maintenance Procedures and Preventive Maintenance (PM) Schedule
5) Budget Management
6) Work Request -- Work below an established cost/scope threshold that will be
executed immediately (generally within 6 mos, but governed by service policy)
7) Project Management — Work above an established cost/scope threshold that
will be executed immediately (generally within 6 mos, but governed by service
policy)
8) Requirements — Identified deficiencies/work that will NOT be executed
immediately due to resources/funding constraints
9) Regulatory Compliance (RC) Procedures and RC Schedule -- Similar to PM
Schedule module but for recurring management activities (inspections, safety
training, fire drills, disaster drills, etc.) instead of RPIE items
10) Drawing Management
a. Repository for Computer Aided Design (CAD) drawings for the site
b. Utilizes Drawbase Version 6.4 (commercial-off-the-shelf CAD software)
11) Business Objects (commercial-off-the-shelf reporting software)
a. Basic standard reports provided
b. Powerful ad-hoc reporting capability using drag/drop user interface
12) COBIE
a. Construction to Operations Building Information Exchange
b. Ability to load Room and RPIE inventory into the DMLSS database from a
spreadsheet compliant with the industry-standard COBIE format
13) Joint Medical Asset Repository (JMAR)
a. DoD Corporate Data Repository (website) for the medical logistics
enterprise
b. The following Facility Management data is sent to JMAR weekly: Facility,
Room, RPIE, Requirements Projects, Work Request Summary Costs
14) Miscellaneous
a. Common Access Card (CAC) / Smart Card Login
Robust User Privileging

Figure 77: Potential areas of improvement
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Appendix A: Government Initiatives to Improve Overall Data Management

INMENT:

BUILDING A 2157
CENTURY PLATFORM
TO BETTER SERVE THE
AMERICAN PEOPLE

OMB Digital Government: Building a 21°* Century Platform to Better Serve the American People (May 23, 2012)
Makes case for a “mobile-first” vision towards data management
Unlock federal data and make accessible to the public to spur innovation

"Early mobile adopters in government—like the early web adopters—are beginning to experiment in pursuit of innovation... Building for the future requires
us to think beyond programmatic lines. To keep up with the pace of change in technology, we need to securely architect our systems for interoperability
and openness from conception. We need to have common standards and more rapidly share the lessons learned by early adopters. We need to produce
better content and data, and present it through multiple channels in a program and device-agnostic way. We need to adopt a coordinated approach to
ensure privacy and security in a digital age."

GAO

VA/DOD FEDERAL
HEALTH CARE
CENTER

Costly Information
Technology Delays
Continue and
Evaluation Plan
Lacking

VA/DOD FEDERAL HEALTH CARE CENTER - Costly Information Technology Delays Continue and Evaluation Plan
Lacking (June 2012)

Integration of VA and DoD medical health care experience costly delays in the area of Information Technology
(IT)

”...However, as previously reported by GAO, there have been delays implementing 1 of the integration areas—IT—which have resulted in additional costs
for the FHCC, although the FHCC has been unable to quantify the total costs resulting from these delays. Despite an investment of more than 5122 million
for IT capabilities at the FHCC, VA and DOD have not completed work on all components required by the Executive Agreement, which were to have been in
place in time for the FHCC’s opening in October 2010...”

e on Homeland
vernmental Affairs,

DMLSS-FM 5YEAR

Opportunities to Reduce
Potential Duplication in
Government Programs,
Save Tax Dollars, and
Enhance Revenue

Opportunities to Reduce Potential Duplication in Government Programs, Save Tax Dollars, and Enhance Revenue

(May 25, 2011)

Testimony seeks to reduce waste by identifying and reducing redundant efforts

“...We found that duplication and overlap occur for a variety of reasons. First, programs have been added incrementally over time to respond to new needs
and challenges, without a strategy to minimize duplication, overlap, and fragmentation among them. Also, agencies often lack information on the
effectiveness of programs; such information could help decision makers prioritize resources among programs. Lastly, there are not always interagency
mechanisms or strategies in place to coordinate programs that address crosscutting issues, which can lead to potentially duplicative, overlapping and
fragmented efforts....”

ROAD MAP
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http://assets.fiercemarkets.com/public/sites/govit/ombdigitalstrategy.pdf
http://www.gao.gov/products/GAO-12-669
http://www.gao.gov/products/GAO-12-669
http://www.gao.gov/products/GAO-11-635T
http://assets.fiercemarkets.com/public/sites/govit/ombdigitalstrategy.pdf
http://www.gao.gov/products/GAO-12-669
http://www.gao.gov/products/GAO-11-635T

GAO

Sio-a

VA AND DOD
HEALTH CARE

Department-Level
Actions Needed to
Assess Collaboration
Performance, Address
Barriers, and Identify
Opportunities

VA AND DOD HEALTH CARE - Department-Level Actions Needed to Assess Collaboration Performance, Address
Barriers, and Identify Opportunities (Sept 2012)

Improved collaborations between VA and DoD can lead to reduced overlap between these two separate health
care systems.

Because VA and DOD collect, store, and process health information in different IT systems, providing access to
information needed to best treat patients has proved problematic.

“...VA and DOD do not have a fully developed process for systematically identifying all opportunities for new or enhanced collaboration. Instead, the
identification of those collaboration opportunities is largely left to local medical facility leadership. Although the departments have a process for jointly
identifying a select number of sites with opportunities for new or expanded collaboration, that process does not address all opportunities for collaboration
across both health care systems and there is no requirement that sites identified by that process move forward to implement collaboration. Without a fully
developed process to systematically identify and select additional collaboration opportunities, the departments may miss opportunities to achieve their
shared goals and reduce duplication of services, such as through additional sharing agreements...”

& \DATA cov

http://www.data.gov/

“A primary goal of Data.gov is to improve access to Federal data and expand creative use of those data beyond the walls of government by encouraging
innovative ideas (e.g., web applications). Data.gov strives to make government more transparent and is committed to creating an unprecedented level of
openness in Government. The openness derived from Data.gov will strengthen our Nation's democracy and promote efficiency and effectiveness in
Government.”

“...Public participation and collaboration will be key to the success of Data.gov. Data.gov enables the public to participate in government by providing
downloadable Federal datasets to build applications, conduct analyses, and perform research. Data.gov will continue to improve based on feedback,
comments, and recommendations from the public and therefore we encourage individuals to suggest datasets they'd like to see, rate and comment on
current datasets, and suggest ways to improve the site...”

http://www.whitehouse.gov/open

Three principles of transparency, participation, and collaboration form the cornerstone of an open
government.

Empower the public through greater openness and new technologies to influence the decisions that affect their
lives.

See DoD and VA data scorecard

DMLSS-FM 5 YEAR ROAD MAP
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http://www.gao.gov/products/GAO-12-992
http://www.gao.gov/products/GAO-12-992
http://www.data.gov/
http://www.whitehouse.gov/open
http://www.whitehouse.gov/open/around
http://www.gao.gov/products/GAO-12-992
http://www.data.gov/
http://www.whitehouse.gov/open

USA ¢ ° http:.//www.usas.pen.din.g.gov/ . .
,&v 1 e Provide the public with information about how their tax dollars are spent
e Provide greater transparency about federal grants, loans and contacts
e Provide an immense amount of data in easy to view charts and graphs, leveraging modern, web-based
interfaces with simple “point and click”. Minimal training to use.

DoD IT Enterprise Strategy and Roadmap

“DoD information environment is overly complex and susceptible to exploitation through these myriad devices, systems, and standards by
malicious actors intent on causing harm to national interests.”

Initial DoD plans will result in—

e 32% reduction in data centers
e 30% reduction in racks
e 25% reduction in servers

DoD plans to further reduce the number of data centers to 428 by FY15 (32% reduction from FY10)

82|Page
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http://www.usaspending.gov/
http://www.usaspending.gov/

DoD CIO

Executive Summary

Proactive Partnerships for IT Modernization

* IT Modernization Strategy
— Consolidate Infrastructure
— Streamline Processes

— Strengthen Workforce DoD CIO: “implement cloud computing as the means to deliver the most innovative, efficient, and

, ) ) secure information and IT services in support of the Departments mission, anywhere, anytime, on
* Requires Partnerships Across DoD to achieve

— Improved mission effectiveness and user satisfaction any authorized device...”
— Reduced costs

— Improved cyber security and interoperability

DoD Cloud Computing Strategy July 2012

— Agile, faster, and responsive delivery of IT capabilities DoD BCL
DMLSS-FM needs to be updated in DITPR, plan for BEAV10, and plan to follow the BCL process.

Figure 78: Executive Summary - Proactive
Partnerships for IT Modernization
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HT9402-11-D-0001 - Task Order 0012 - 100 percent_05162013 Prepared by: Onuma, Inc.
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Appendix B: Industry Outreach

The following letters demonstrate a
sampling of the vendors and design
professionals who are ready to capitalize on
the availability and interoperability of
government data as outlined in this
roadmap. This illustrates the compounding
benefits of implementing open data
standards through web-services. In addition
to better coordination between
governmental personnel, there is the
potential to leverage research and
development efforts and from parties
already embracing this growing trend.

DMLSS-FM 5 YEAR ROAD MAP
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B1: Balfour Beatty Construction — Case Study on SEPS Experiences

,

Adobe Acrobat

Document

Baifomr Beatty

Construction

11325 Randorn Hills Road
Suite 500
Farlax, VA Z0105

Potential Balfour Beatty case study thoughts for SEPS experiences
We welcome the opportunity to continue to provide feedback on the facus on the Onuma, Inc. SEPS case study and
report in hopes that we can help evolve and make better data transfer and exchange for healthcare

The case study we are envisioning, based on Balfour Beatty’s experience with SEPS from past projects, will come in two
phases:

1) Outline of our thoughts for feedback and inclusion in Onuma’s 80% report to NIBS contained in this memo.

2) White paper case study. This would organize and elaborate on the Bulleted Outline.

Jason A. Reece

")

Contact information:

Please contact Jason Reece with any guestions regarding this outline
lason Reece
Balfour Beatty Construction
jreece@balfourbeattyus.com
703-218-1353

Contributing to these notes:
Erick Burk
Preconstruction Director — Healthcare
eburk@balfou rbeattyus com

Nicolas Shelton
Senior Equipment Planner — Balfour Resource Group

nshelton@balfourbeattyus.com

Mike Carey
Senior Project Manager
mcarey@balfourbeatyus.com

Construction
1703273331
11225 Random Hils Road

Suite
Fairfax, VA20108

Process of interfacing with SEPS and Federal entities using that systerm

1) Any design-build (DB) federal hospital starts with someone in the government developing a Project Room
Contents (PRC) list. There is also a Program For Design (PFD) that outlines the general design requirements of a
facility or campus that the design build team must also conform with

The PRC, an output of SEPS, is part of the governments RFP and the DB Team is expected to use this list as the
basis of design for room type counts, room sizes, and room contents. Often the PFD and the PRC are in conflict
with each other, as the PFD information is an independent decument that is not contained within SEPS.

2

Immediately after the start of design, the SEPS database information is transferred over to the internal working
of the design team. This is a means and methods process driven by the business tools of the designers. This
includes various tools like BIM, Excel, and Access depending on the team.

At this stage the PRC is immediately outdated. The actual design and subseguent decisions made by the design
build team represent the true nature of the design. A one to one comparison of the SEPS program to the design
is not possible and the team must reconcile the differences manually.

Often the RFP information is stale before the contract is awarded. The government KO may be making
changes to the SEPS database as they engage more with the end users of the facility

Priorto award, any changes made after the most recent printed form of the PFD and PRC that are not reflected
in an amendment to the solicitation are already lost to the competing offerors. After contract award, the same
risk exists, but becomes compounded as more changes are made in SEPS that are not communicated via a
contractual vehicle to the design build contractor via the KO’s
office. For the SEPS program to be most
useful, it should use similar fields as
a designer would:

+ Noteveryone on the government side of the equation
understands or agrees with this premise.

* bld
* The data is inherently old which many items being obsolete . |e\,eg|"
and pricing/budgets can be off by multiples * room#,
* Aslong as SEPS is using JSN's, you at least have consistency + dept,
across 2 or 3 potential commercial products. However, at & room name,
Walter Reed, SEPS didn‘t have the capacity to add simple * guide
data to allow us to track data by "design” room number. * plate/room
We wanted to bring design data into SEPS to help create a + etc
means to relate design room numbers to SEPS rooms, but
could notdo so. Some of those exist, but you really

need all of them when you get into
the procurement and construction
phase after NTP

< The primary key in the database was first by
department then room name.

s The ISN, which is the primary ingredient of SEPS, is a strong
piece of data since it allows you to pull up all the specs

]

DMLSS-FM 5 YEAR ROAD MAP
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Construction
13273331
11325 Randem Hills Read
Sute 500
Faifax, VA 20105

required of any piece of equipment {spatial allocation and footprint, MEP utilities and R/l requirements,

etc).

o The advancement of commercial healthcare products is far outpacing the update and maintenance
of the master JSN book (MIL-STD 1651} when its most recent update was April 2011 {see
http://www .whbdg.org/ceb/M1681/1651 pdf }.

3] The original PFD and PRC is used as a benchmark to compare room counts and room contents bought at
contract to what a hospital design contains in progressive design iterations. This comparison is necessary so that
the government can ensure themselves that they are getting what they bought [due diligence].

s There is no good method to catalog design changes (agreed upon with the government) within SEPS.
SEPS appears to be output only and provides reports as a snapshot in time. Keeping SEPS up to date
with design would be a manual process, and is not something that the government does.

* There is no versioning tool, that can catalog changes from the ariginal SEPS to a current SEPS that
represents agreed upon design changes.

* There is not a mechanism where SEPS reads and records changes directly from an output derived from a
design model [BIM).

* The project cesign team can easily be delayed in making
icient progress when they have to re-visit previous
decisions and discussions with people that were uninvolved
during the original conversation

Change management
Ideally, each change to the room
counts and eguipment lists needs to
be icentified with:

* Reason/Cause

¢ Dateftime stamp,

o These individuals typically insert themselves late into
the process guestioning settled issues.

o This may be more of an organizational challenge than e Persons involved in the
a SEPS related issue, but it adversely affects the discussion
efficiency of design

o NAVMED personnel have no contractual relationship Doing so would likely Savean
with the design build team which made NAVFAC the enormous amount of time. BBC

middle man when our design did not match their SEPS | USES our proprietary system,
lists. EquipWare to do as a response to

this very issue.)
®  Changes from the SEPS derived PFD and PRC are typically

cataloged outsice of SEPS on comparison spreadsheets. This is
excessively time consuming and praduces a third or fourth
tracking mechanism for accurate program data.

It may be possible to quantify time

saving in a gualitative way a post-

project exercise.

o SEPS has no “change request” interface for end users
to submit requested changes for approval prior to
incorporation into the live database.

Baifour Beatty

Construction

o

1703 273331

11325 Random Hills Road
Sute 500
Fairfax, VA20105

The “comparison” spreadsheets did the job, but tracking down what RFl, MOD, Design Review
Session, etc., led to a change in the design model that subseguently made a change in the

equipment list and was a cumbersome task

= This was and is a huge issue as there is limited information tracking all the room and

equipment changes back to the RFP's.

= Many times the RFP did not agree with what the design team or HFPA expected.

* Some Government Equipment Planners continued to use SEPS after dasign started to make changes to
the SEPS database based on input they received from their User Groups. The Government Equipment
Planners would then complain that a Designer provided Equipment List extracted from a more mature
design model did not match.

o

o

This led to a frustrating “do loop”, where we be continually trying to determine/explain and re-

explain why SEPS data differed from the design.

They fundamentally did not understand that the ONLY valid count of equipment and raom
MUST come from the design model, not their SEPS database.

= This is the only thing that we are planning. When you are in a FFP situation this gets

maore difficult to manage as scope can creep.

* In some occasions, the government equipment planners were reluctant to inform the Design Team of
changes outside of issuing an official a MOD.

o

o

Contractually, this is correct procedure.,

However, sometimes the Design Team was being
held accountable for not making design changes
that were still unofficial and in negotiation.

It would have been beneficial if SEPS had a
mechanism to catalog or identify FUTURE contract
modifications so as to not confuse Government
reviewers and planners that still have to execute the
contract. Again, this might be remedied by having a
more transparent interface with SEPS.

e Examples - Developing a consensus at Walter Reed on the
final equipment list:

o

o

Due diligence team reviewing: Us, the Designer of
Record, and NAYMEDNCA

We went through every room over a three week
period with about 8 designers from Dallas. This was

One consiceration to reduce a lot of
re-coordination and reconciliation
should be that all haspitals should
use a dedicated design build
division 10 subcontractor/designer.

It would allow for vetting and
selection of acceptable equipment
prior to IFC documents.

This which would eliminate having
design docs with a sample JSN
material or piece of equipment that
is different from what is ultimately
procured through subcontracting,
submitted, approved, furnished,
installed, and commissioned or
accepted.

DMLSS-FM 5 YEAR ROAD MAP
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Construction
1703 2733311
11325 Random Hills Road
Suite 500
Fairfas, VA 20105
necessary due ta two equipment lists developed in parallel, but separate paths
= The design PRC
= NAVMED's SEPS list

o Once equipment lists were reconciled, we neaded about 5 people between C-BB, W&S, NAVFAC,

and NAVMED to recancile the equipment list, but could have used 8-10.

< Onlyin certain circumstance was the design team asked to meet with the enc users. This lad to
later confusion as the HFPA teams got more comfortable with meeting directly with the users
then issuing changes to the design team.

o Eventually we created an access database to manage this data, and had a PE dedicated full-time
to coordinating all RFl responses, submittal comments, shop drawing and coordination efforts,
etc

o A major difference between the private sector and the federal is that the Log Cat Cvalidation is
done after design, instead of during. This led to many “in-place” changes and rework during
construction.

4) If we had our way:
* SEPS access provided to Design Team?

o Today, you can get it, but have to have a recommendation and support from the military side. It
would still provide minimal value without better interactive data that relates to the design.

¢ SEPSwould record when and why changes were made.

o We do this in our system now due to the issues above, creating an inefficiency in database
reconciliation, but negating a contractual nightmare.

* SEPS coulc be synched with Design Model?
o They would have to take our flat file output and input into their system.

o Itis possible that this might not provide a high value urless back-feeding SEPS would be useful
downstream to the client.

5) Other guestions:
* Why even use SEPS after handoff to a design team? What is the need?

© Nocurrent need to do this from a DB perspective, after award, the design must be compliant with
the original RFP; everything else is done through a mod, not through SEPS.

o The SEPS data is too old and we would spend more time u pdating it than using our own system.

Construction
173 273331
11325 Random Hills Road
Sute 500
Fairfax, VA 20108
s Technology Refresh: How did this happen? Did it happen? | assume it was handled outside of SEPS.

o They supposedly update the system constantly but they contract out this service and as we have
seen over and over the data is anywhere from 4 to 10 or more years old. Great examples of the lack
of ISN’s for eguipment booms or even integration packages for the OR's

o SEPS’ usefulness is limited by both the care and maintenance of the MIL-STD 1631 equipment itself,
as well as the complexity of integrated suites, eg:

= The differance between a Siemens Symbia T and T16

= The differance between a Varian Trilogy Tx, Novalis Tx {same thing with Brain Lab attached],
and Tomotherapy, all of which had the same JSN designation (X8710) in SEPS {later
appended with an alphabetical suffix like 8710A, 87108, etc}

= Motek's CAREN lab with its dozen or so options
* Dealing with late equipment changes.

= Requires the right people with the right tools, and a clear uncerstanding of what's in contract vs.
post-award wishlist.

s Coordinating the eventual equipment purchases were handled outside of SEPS...7
o Weupload all the final EQ list data into our system and then conduct user meetings to validate as
well as ensure the make, model and accessory selections,

o Wenever put it back into SEPS and in the end we have to hand jam it into DMLSS. The DMLSS will
not take data from SEPS or even a flat file such as Excel.

o Requires the right people with the right tools, and a clear understanding of when preliminary
coordination docs are recuired from the vendors.

o Ideally the government would pay us to manage the PO’s under a separate cost plus contract with
BRG s0 we avoid late coordination of the infrastructure needed

DMLSS-FM 5 YEAR ROAD MAP
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Adobe Acrobat

B2: Aditazz Position on Machine Readable Data Document

We improve patient care through a radical new approach to the design of the buift environment.
Better buildings. Faster execution. Lower Cost
http://www.aditazz.com

March 20, 2013

To Whom It May Concern:

Planning, Designing and Building modern healthcare facilities pose some significant
challenges today. This is further amplified by project delays, rising costs and increased
complexity throughout the whole process. As a result, the single biggest capital expense in
a healthcare provider's budget is usually obsolete by the time it is built and ready to
operate.

At Aditazz, we have a new approach that integrates innovations across technology, design,
and manufacturing to meet the challenging demands.

The Aditazz approach is based on a revolutionary technology platform, which is called the
Aditazz Realization Platform or ARP. This technology is derived from the world of integrated
circuit design and scales to specifically address the challenges.

Specifically, the benefits include:

* A transparent planning and design process. This process allows all stakeholders
involved to easily and objectively compare the various options and make data driven
tradeoffs. This results in designs that meet specific operational performance and
efficiency metrics.

+ Rapid realization. Shrink the design plus construction time by 30% or more.

+ A 10% reduction in first cost.

+ A process that allows consistency in design and scales across multiple building and
project types. This translates to savings in operations cost of up to 10% cr more.

The Aditazz innovation will harness exponential benefits, enabling our clients to achieve
their goals of better care, under the imperatives of today's needs for improving the health of
populations and reducing the per capita costs.

In order to truly enable our vision, it is imperative that we seamlessly integrate our
technology platform with cur customer’s requirements, which is represented by their data.
We can achieve unprecedented efficiency by digitally integrating our platform with our
custemer’s platform using standards based (web) technology. At a minimum, if our clients
can provide us with machine readable, digital input data and accept our results in the same
way, we will make a major leap forward together.

- 2013
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B3: Observations on the use of SEPS data with CodeBook

.
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E CodeBook

Observations on the use of SEPS data with CodeBook

Document produced by
Peter L Mann RIBA FIAP

Founder and Chief Technical Officer
CodeBook Solutiens Inc.

Sunread Corporate Centre
4445 Eastgate Mall Suite 200
San Diego, CA 92121

+44 (0)1306 877513
peter.mann@cedebooksolutions.com

| A
fla 1“&.& Uit

All Rights Reserved CodeBook International Ltd ©@ 2013 Version 1.1

wiww.CodebuukSuiutions.com

25 Aprii 2013

DMLSS-FM 5 YEAR ROAD MAP

E CodeBook

Observations on the use of SEPS data with CodeBook

1.0 Introduction to CodeBook

CodeBook has established itself as a collaborative software tool for design and construction
professionals across the globe, used an complex projects as diverse as hospitals, airports and
schools. It’s the vital link enabling smooth and easy bi-directional interoperability between all major
CAD systems and a growing number of design, construction and facility management software
applications.

CodeBook provides tools to create and develop project programs, link and share both FFE and Room
Data with BIM models and validate and analyse the design against the program. CodeBook can be
used at all stages from project inception through design and construction, including the needs of
building owners and operators.

2.0 Importing SEPS data into CodeBook

In addition to creating programs directly within CodeBook, there are wizards provided to import
programs and room data from Excel files. These files are often the output of specialist programming
software tools. CodeBook can also re-export the data back to an Excel file at any stage during the
design and construction phases.

CodeBook has been used successfully with SEPS programs using this method, but the use could be
enhanced if the links between the SEPS program and CodeBook could be dynamic and bi-directional.

3.0 Implementation Observations

We recently carried out some consultancy that involved creating xls file output from SEPS and
importing this to CodeBook for use by the design team. During this process we identified several
issues that might impact the effectiveness of the process.

» the outputs from SEPS required manual manipulation of the files to ensure each room had a
unique identifier. The room number was not suitable for this, because there were

duplicates.
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It was observed that if the program was altered in SEPS, the entire import process would
have to be repeated, because without a unique identifier for each room or FFE item a merge
of the new data was not possible. This would result in the loss of any data the designers may
have created in CodeBook and also break the links between CodeBook and the cad or bim
models.

» Without the ability to merge project variations, the designers need to update their project
data manually, wasteful of effort and likelihood of introducing errors.

¢ The SEPS output didn’t indicate whether any variations to the standard room types had been
applied to any of the rooms. One of the things designers will do with CodeBook is create
template room layouts that can be used to automate the room loading process, and it is
important that the designers know where there are variations to the standard.

e The design and construction phases will result in variations to the program, there doesn’t
appear to be a method to feedback these variations to the original program. This may
include assets not originally in the program, such as power, lighting etc.

4.0 Improvement to Data Sharing Process

At the most basic level, a unigue identifier for each Room and FFE asset, would allow developers
such as CBi to provide a better data transfer experience for the designers.

At a higher level, these identifiers should be combined with a windows server that allowed bi-
directional data transfer avoiding the need for the manual xIs stage. A most important value in this,
is that updates and revisions to the program would be merged directly to the design team'’s
CodeBook database, so they can use the CodeBook tools to validate that their design fully meets the
new requirements. It would also allow CodeBook to write back to the program any agreed variations
made as part of the design or construction phases.

We would be happy to discuss these issues further, and if appropriate to assist with any proof of
concept studies that might be appropriate.

A
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B4: Iris Energy — Participation in Government Data Program Document

(RIS ENERGY

Mr. Kimon Cnuma

Onuma Ine

1055 E Colorado Blvd Ste 500
Pazadena, CA

Re: Participadon in government data program
Dear Kimon,

IRIS Energy strongly encourages the VA and DoD to make thewr data machine readable
in an open standard format that will enable the industry to consume and provide value
back on facility projects. We see alot of waste in the industry from poorly formatted data
that then takes alot of time per project to clean up the data prior to any value being
generated to owners. Using open standards and web services will allow owners to gain
tremendous benefits by linking solutions together in a modular way. Specifically we have
seen benefits of linking BAS and controls to BIM and GIS using standards such as
COBie and REST.

Making data accessible in a consistent way will immediately enable consultants such as
IRIZ energy to help owners tackle energy efficiency and manage facilities for the entire

lifecycle

Yours Truly,

Wikl B, Sl

Michael R, Lavelle P.E.

IRIS Energy LT, Indianapolis, IN
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Onuma, Tne.

1055 E. Colorado Blvd. 8TE 500
Pasadena, CA 91106
626-793-T400

Thursday, May 16, 2013

Open Letter to Government Agencies

Founded in 1988, we are a Pasadena, CA, technology company. Onuma, Inc. has worked on many projects with the federal
government. We are very pleased and excited to see the growing trend and effort the government has been making to
improve and modemize their entire approach to better data management. Since information provides the backbone for
making informed decisions, it is very encouraging to see initiatives such as the Digital Government: Building a 21st Century
Platform To Better Serve the American People. This opens the door to creating new innovations that keeps pace with the
information age.

Developing software and providing technology consultation, we have built a business implementing open industry
standards. We see the mark of successful, scalable, future-proof data management to be more about how flexible and
interoperable one structures their data and enables any open solution to connect to the authoritative source of data.
Information is an asset and it must not be trapped in any one proprietary solution. It is proven that

a services oriented approach to data that is shared across solutions provides the most flexibility and value. Example concepts
included in this Road Map for DMLSS FM demonstrate some solutions that are just the beginning of what is possibl

As government agencies make their data more machine readable it will rapidly result in many more solutions. By
implementing the approaches outlined in the DMLSS FM Road Map, we strongly believe that the Department of Defense
Military Health System could be the cataly st for this change.

Very sincerely,

Kimon Onuma, FATA
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